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TECHNICAL & MALWARE ANALYSIS
Executive Summary & Key Findings

As ThreatMon, we strive to prevent potential malicious activities by informing
individuals, companies, firms, institutions, and organizations about current threats
through our reports, posts, and analyses.

CyberVolk Group is a threat actor group originating from India and is one of the
members of the Holy League organization, established by APT 44 and other
Russian/Russian-aligned hackers to carry out attacks against NATO, Ukraine, and
states opposing Russia. Such formations pose a global threat.

CyberVolk Ransomware was developed by the CyberVolk Financially Motivated
Threat Actor Group and released for sale as Ransomware-as-a-Service (RaaS) on
July 1, 2024. After the initial version of the ransomware was leaked on VirusTotal,
the CyberVolk group developed a new version and continued their RaaS services
with this new version on July 10, 2024.

Operates in an offline structure, encrypts files with the .CyberVolk extension and
demands a payment of $1,000 for the decryption key.

The ransomware employs ChaCha20-Poly1305, AES, RSA, and quantum-resistant
algorithms for encryption, making it highly secure. If an incorrect decryption key is
provided, instead of indicating that the key is wrong, it initiates the decryption
process, and at the end, it writes O-byte data into the encrypted files, leading to
severe data loss.

CyberVolk ransomware has been found to block TaskManager in order to prevent
the encryption process from terminating. By opening the task manager, the user
cannot terminate the running ransomware through the task manager. However, as
ThreatMon Malware team, we have identified critical vulnerabilities in CyberVolk
ransomware that affect the encryption process and summarized them in detail.

The ransomware developed by the CyberVolk group is a current threat to all
windows users (individuals, companies, institutions, organizations, etc.).
Especially according to the intelligence information collected, the +20.000$ that
the cybervolk group admin claims to have earned through this ransomware
demonstrates the seriousness of this threat level.

You can find more information and a technical analysis of the CyberVolk
ransomware in the continuation of the report.
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About Cybervolk Group

« Cyber Volk
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Daar visitors,

We ore Cyber¥olk, hacktivists of elegance. We hove faken control of this site
‘wWe do not seek fo destroy, but to reveal. To show what is hidden. To bring light
In Shodows We Trust, In Silence We Strike,

Cybervoli.
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Cyber Volk

Image of Cybervolk Group Twitter Account

Cybervolk Hacker Group is an Indian cyber crime organization that was
founded on March 28 2024 under the name GLORIAMIST India and later
changed to Cybervolk.

CyberVolk. Group.

Pinned message #1
= 'We are the only best elegant army in the world.... Don't forget Our former name is GLORIAMIST In...

We are excited to announce our official collaboration with
NoName057(16). Together, we aim to achieve greater heights
and foster inovation. Stay tuned for updates and join our
channel for the latest news and developments.

v Our alliance name: NoName057(16)
Image of Cybervolk Group Twitter Account

It was first identified by ThreatMon after their partnership with
Noname057(16).

Russian-based hacker groups (Noname057(16) and the cyber arm of russia)
have been attracting newly founded cybercrime organizations that can do
successful work, and Cybervolk is one of these groups.
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CYBEVQLK Greetings,

Greetings, We take down Railway company

Railway company Ferrocarrils de la Generalitat de Catalunya
We hacked database of abramis.

Target: https://www.fgc.cat/

Target: http://www.abramis.co.uk
Report: https://c
" »

Hacked by CyberVolk
% )4,
A
3 §
CyberVolk

Time Remained:

o TN .. T
Greetings, -
@ghostdoor_malde

Mass deface done. e Tl L4

Image of Cybervolk Group Activities

According to the intelligence obtained by ThreatMon, the Cybervolk group
has so far been involved in DDoS attacks, Website Defacement attacks, Data
Leak attacks, Network Breach attacks and Ransomware attacks.

CyberVolk.

(O Leave acomment

CyberVolk

Y.
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HOLYLEAGUE
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@ List of groups | Cnmcok rpynNNUpoBoK Halero anbsHca:

Image of Holy League Organization

At the same time, the Cybervolk group has been identified as one of the 45
hacker groups of the Holy League organization, which was recently created
by Russian threat actors to attack NATO, Ukraine and Israel.

Y




CYBERVOLK RANSOMWARE TECHNICAL & MALWARE ANALYSIS

About Cybervolk Ransomware

Cybervolk. Group.

! Pinned message #1
. We are the only best elegant army in the world.... Don't forget Our former name is GLORIAMIST India. .. Stay Elegant .,

CyherVolk. Group. L3

Hacked by CyberVolk

CYBERVOLK

Greetings to citizens of the world.

We officially launched our ransomware (CyberVolk
Ransomware). There Features are given below.

The ransomware has its own unigue encryption algorithm and
the code belongs to our team.

Here's the details of our ransomware:

-Developed with C/C++

-File Si

-SHA AES Encryption

(Key Strings are also encrypted by RSA 4096 algorithm)
-AV undetectable

Image of CyberVolk Group Telegram Post
CyberVolk Ransomware was first completed on July 1, 2024, and it was detected
being marketed as RaaS (Ransomware as a Service) on the dark web and Telegram
on July 3, 2024. The initial ransomware was developed in the C++ language and,
like most ransomware, uses the AES encryption algorithm. The SHA512 hash

algorithm is used for AES key generation.

o0 CyberVolk Ransomware July 2024 Y B

D-0  file Edit Export View Selection Visualization Help by SIMKRA

5 ed6c889c833ba5a210bx
| 5| ash014a3s307bbbabot
— 88

[ERCRCHE N v A A

Add to Collection =

Basic Properties 1oC's report

Type P
size 338MB

2024-07-20 17:22:54
2024-07-20 17:22:54

1
ed6c889c833ba5a210b
d5c535564ef185b014a3
4397bbb8b91c7be890f1
6fe88.zip

Relations

Collections

Image of CyberVolk Ransomware VirusTotal Leak
However, the initial ransomware(with the .cvenc extension) was leaked on
VirusTotal and rendered non-functional. Consequently, CyberVolk subjected the
ransomware to a significant update, making many changes within the ransomware.
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CyberVolk. Group.

, Pinned message #5
.+ Greetings to citizens of the world. New officially update of our ransomware (CyberVolk Ransomware). There Features are given below. Here's the details of our ransomwar...

CyberVolk. Group. July 23
Forwarded from & CyberVolk. Group.
-_{.gGreetings to citizens of the world.

New officially update of our ransomware (CyberVolk
Ransomware). There Features are given below.

Here's the details of our ransomware:

@ Developed with C/C++

@t will encrypte all files with .CyberVolk extension.

@ ChaCha20-Poly1305 + AES + RSA + Quantum-resistant
algorithms

(Key Strings are also encrypted by RSA 4096 algorithm)
@AV undetectable

@ |t can decrypt and encrypt files without any servers.
Without any server, it can be worked alone on victims PC.
So, victims must pay and take decryption key for decryption.
If decryption key is not correct, all files will be OKB.

@)t continuously encrypts files until decrypt key is inputed.
Contact 1

Contact 2

= Join us

wo:Sample is available to test .

&2 Complete source code is available under cheap price.

Image of CyberVolk Ransomware Telegram Post

According to the CyberVolk Group's post on Telegram, on July 23 2024,
significant updates occurred in the ransomware after the leak on VirusTotal.

The .cvenc extension has been replaced by the .CyberVolk extension.

The AES encryption algorithm has been replaced by ChaCha20-Poly 1305 + AES +

RSA + Quantum resistant algorithms.
It is claimed to be FUD (Fully UnDetectable).

It can encrypt and decrypt without the need for a C2 (Command and Control) server
(offline ransomware).

If the wrong key is entered, the contents of the encrypted files are deleted,
and if there is no backup of the data, it is lost forever.
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What Sets CyberVolk Ransomware Apart from the Others?

In general, PQC/Quantum-resistant algorithms are not commonly used by
ransomware. These algorithms are employed to be secure against cryptanalytic
attacks by quantum computers. This is the first time a quantum-resistant algorithm
has been observed being used within ransomware.

6:04 -
hackerk1

$2,632.19

T 7 = h &

Send Receive Buy Sell  History

T
WA Back up to secure your assets

Back up 1'.':4II»—:[_—.~
Crypto
T USDT Tren 2,276.665366

39,06,991.302748

1.002001

o

My earnings

Image of CyberVolk Admin Leaked Telegram Chat

According to the intelligence obtained, it has been determined that the Cybervolk
admin made a profit of $2632 from the ransomware in the past.

However, it is now claimed that this profit has exceeded over $20,000. This
situation highlights the high-level threat posed by CyberVolk ransomware
in the black-market(Screenshot not shared knowingly).

Y
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CyberVolk Ransomware Contributors

Hacker-K @8 g ghost door (=

ne

CyberVolk. Group. @

ADD TO CONTACTS

Image of CyberVolk Ransomware Contributors

The threat actor known by the alias Hacker-K is known to be of Indian origin and is
the leader of the CyberVolk group.

ghost door ()

I'mamalwar e developer and | wanna support you.
| can develop any types of malw a r e you want.

I have solid experiences of developing cr**ters(RSA 4096),
ranso%mwa’e, key_clipboard_lo**er, tr*jan, sp*ware, a*wares,
rats, cr**to and etc.

and i can develop from scratch if you want.

| have confidence to pass all your tests...

Image of Ghost Door Leaked Telegram Chat

The threat actor known by the alias ghostdoor_maldev is of china origin and is not
directly associated with any group. This actor finds threat actor groups and makes
requests for malware development to them. It has been identified as a threat actor
in the expert class, particularly in the areas of cryptography and ransomware.

Y
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A Quick Look into the CyberVolk Ransomware

After the successful unpacking of AzzaSec Ransomware, its basic characteristics
have changed as follows:

Hacked by vaerVolk
% N

Py o
- CyberVolk
Time Remained:
Copy USDT TRC20 [ oom |

My BTC Address:
bc1qg3c9pt084cafxfvyhn8wvh7mq04rg6naewOmk87
My USDT TRC20 Address:

r VR r n "" ' " At TYOR-R TXarMAbSLLmStn4RZi63cTH7tpbodGNGbZ
] @ ghostdoor maldev

@CyberVolk_bot

Image of CyberVolk Ransomware

After running on the system, CyberVolk ransomware directly displays the payment
screen and begins encrypting all files by restricting user activities within the
system. It prevents applications like Task Manager from opening to ensure the
encryption process is not interrupted, and it encrypts all files in a short time.

The ransomware gives the user a 5-hour window to make the payment.
Additionally, it creates a Readme.txt file within the system.

Ereetings.
A1l your files have been encrypted by CyberVolk ransomware.
Please never try to recover your files without decryption key which I give you after pay.
They could be disappeared?
You should follow my words.
Pay $1688 BTC to below address.
My telegram : ghacker?
Our Team : https://t.me/cubervolk
We always welcome you and your payment.

Image of CyberVolk Ransomware Readme. txt

In the Readme.txt, it is observed that a payment of $1,000 is demanded within this
S-hour.

If the $1,000 payment is not made, data loss occurs within the infected
system.

§,{{¢
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Technical Malware Analysis

Basic Characteristics of CyberVolk Ransomware

' CFF Explorer VIll - [CyberVolk Ransom.exe] - 0

File Settings ?

H’ @ nnnnnnnnnnnnn

Property Value
P Z'znf’:;‘:‘k s CA\Users\BilitMisin\ Desktop\ CyberVolk Ransom.exe
File ype Portable Executable 32
File Info Microsoft Visual C++ 8
File Size 7.79 MB (8167424 bytes)
PE Size 7.79 MB (8167424 bytes)
Created Thursday 25 July 2024, 16.40.20
Modified Wednesday 10 July 2024, 07.5008
Accessed Tuesday 06 August 2024, 14.47.15
MD5 4E66429D85967E34DE3S4E9BE1719DC
SHA-1 BOS8FB7241CCI6TBADDIGTBI2DFSAGADIZDESZD
C & i Property Value
L 2y upx writy Empty No additional info aveilable
L]
E\Ie"CVber R 1 [Pe ﬁﬂ
Envyponts [omie | bod [ <] & secton: B i
| Festoytes ° "
% Linker Tnfo SubSystem = o
i Fie Size. <] [w] Overlay ® 2, X
Image is 32bit tabl RES/OVL:97 /0% =
[3-202( com -no sec. Cab. 72.2p ista] Deb: 13] | | scan /t R 1
Lamer Info - Help Hint -Unpack nfo =
[Bigsec. 4 [.rsrc], Not packed , try debug www.olydbg.de or wwh x64db] \)}6 =

Image of CyberVolk Ransomware Characteristics

When examining the file features of the CyberVolk Ransomware, it is observed that
it is developed in C++, has a size of 7.79MB, and does not use any packer.

FileType | Portable Executable 32
Language | C++

FileSize |7.79 MB | 8167424 bytes
PeSize 7.79 MB | 8167424 bytes
Packer Not Packed

MD5 4E66429D85967E344D8354E9B81719DC

SHA1 B958FB7241CC9675B8DD967B02DF6AG6AD92DES2D

Sha256 de0b74917fe24c2b38e2d1172b7352f88bf8b3df64b6d44ca5f317db85aeb324

IMPHash | 0982e392aba6a868dc7bda8b61e977ab

7]
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Dynamic Analysis of CyberVolk Ransomware

\Users\\BILIRM~1\\AppData\

Image of CyberVolk Ransomware Dynamic Analysis I

It is observed that CyberVolk ransomware starts its process by writing a

BMP file to the $HOME\\AppData\\\Temp directory. The BMP file is then set
as the background image.

1ASCBA297D2F
Adobe

Hacked by C
. W
‘c‘% L/ P

itz
ern @
2 . Notepad++
Ve, ( A
A j #x NuGet
Sun
Visual Studio Setup
WinRAR
-

Wireshark

-
My BTC Address:
bc1q3cOpt084cafxfvyhn8wvh7mq04rg6naewOmk87
My USDT TRC20 Address:
TXarMAbSLLMStn4RZj63cTH7tpbodGNGbZ

-~ CyberVolk_bot

Image of CyberVolk Ransomware Dynamic Analysis IT

Then it prints the "time.dat" file to the system and starts the GUI. A time of 5

hours is specified in "time.dat" and a timer is set on the GUI according to the
data written there.

Y
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> Bubilgisayar > YerelDisk (C) > Kullamcilar > BilirMisin > .dlotnet > TelemetryStorageService

[ testxt.Cybervolkc CYBERVOLK Dosy

Metin Belgesi

trg6naewOmk8a7

Siss:
» bodGNGbZ

» Bublgisayar » Yerel Lisk (Li > KUlanicuar > BIIFVISIN > .OOTNED >  IEIEMETry>TOragesenice ~

Ad Degistirme tarihi

| testet. CyberVolk 11.08.2024 14:42

Varsayilan

Image of CyberVolk Ransomware Dynamic Analysis IIT

After creating the time.dat file, it starts encryption from the first directory of
the SHOME directory. Firstly, it creates a file with .CyberVolk extension and
then encrypts it by reading the contents of the file, then writes the
encrypted data into the file with .CyberVolk extension. Then it deletes the
unencrypted file from the system.

Image of CyberVolk Ransomware Dynamic Analysis IV

Y
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According to the CyberVolk Group's post on Telegram, on July 23 2024,
significant updates occurred in the ransomware after the leak on VirusTotal.

"Greetings.

All your files have been encrypted by CyberVolk ransomware.

Please never try to recover your files without decryption key which | give you affer pay.
They could be disappeared?

You should follow my words.

Pay $ 1000 BTC to below address.

My telegram : @hacker/

Our Team : hitps://t.me/cubervolk

We always welcome you and your payment.”

ontrol

REPA
NA
Identifiers REP.

«Transparent Enabled

Image of CyberVolk Ransomware Dynamic Analysis V

When the process operations are monitored in the dynamic analysis, it is
observed that the console "conhost.exe" for GUI support is started
depending on the main process. No additional potentially harmful process,
network connection, persistence or any other methods/techniques were
detected.

During the observation process, the "SafeBoot" key draws attention.
CyberVolk ransomware is observed to be tampering with the safe mode
settings of the windows device. It is also observed that it reads dec_key.dat
in the $HOME\\AppData\\\Roaming directory. The file is not created
because it does not write.

§,{{¢/
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Image of CyberVolk Ransomware Dynamic Analysis VI
During the decryption process, the situation of checking with the
original key was examined in detail, but no such comparison was found.
CyberVolk ransomware does not compare the provided decryption key
with the original decryption key.

Instead, after acquiring the key from the dec_key.dat file, it uses the
WriteFile APl to create an empty file with the actual name of the
.CyberVolk extension file. For example, for the file file.txt.CyberVolk, it
writes an empty file named file.txt on the disk. Then, using the
NtWriteFile API, it processes the decryption key and writes the
decrypted content of the encrypted file into file.txt. However, during
this process, the buffer memory is not checked. If the provided key is
incorrect, instead of writing corrupted data into the file, it writes 0-byte
data. But if the provided key is correct, since the generated data won't
be corrupted, it writes the decrypted file content correctly.

Image of CyberVolk Ransomware Dynamic Analysis VII

CyberVolk Ransomware detects whether it is running in safe mode
using GetOSSafeBootMode and the SafeBoot registry key. The
HidelnSafeMode function is used to hide or stop certain functions
when safe mode is detected.

Y
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CyberVolk Ransomware Static Analysis

2 40 1 ||152 L"Ate you sure this is right decription key? If not, you can loose all i
00421cal of 29 44 MOVAPS xmmword ptr [ESP + 0x50], M0 r files. .. M

24 50 153 .L"Start Decryption”,@x24):
ve421ca6 ff 15 bc CALL dword ptr [->USER32.DLL::GetDlgltemTextA] 154 if (iVar2 == 6) {

31 42 00 155 ustack_s94 =
@0421cac B8d 4c 24 30 LEA ECX [ESP + 0x30] =156 auStack_5l
00421ch@ 8d 51 01 LEA EDX, [ECX + @x1] | 157 uStack_598 =

158 auStack_5a4 = austack_5h4;
LAB_08421cb3 XREF[1]: 150 GetDlgl tenTextA(paran_1,0x3e9, austack_5bd,@x25);
00421ch3 8a 01 MoV AL,byte ptr [ECK] 160 pevarll = austack_sbé;
00421chs 41 INC ECX 161
0@421ch6 84 @ TEST AL AL 162
00421cb8 75 9 Nz LAB_@0421ch3 163
Tha 25 ca EE) X, EO%. 164
[ fooaatche 83 o 24 ar ECX, 0x24 165 int
+ 20421cbf 74 1b 3z LAB_00421cdc 166 MessageBoxA( (HNND)2x8., (LPCSTR)2x@,0) :

@0421ccl 6a 00 PUSH oxe 167 return @;
00421cc3 Ga 00 PUSH oxe 168 1
00421cc5 68 1c 91 PUSH s_Decryption_Key_is_not_correct!_8@42911c 169 FUN_804217108(auStack_5bd);

42 90 170 DAT_B@42b918 = '\@';
80421cca 6a 0O PUSH oxe 171 SHGetFolderPathA(@,0x1a,0,@, austack_3bc);
ees21cce ff 15 de CALL dword ptr [->USER32.DLL::MessageBoxA] 172 processParametersAndExecute (2|

31 42 00 173 pFvars - _fopen((char *)apppustack_adg,"w");
0421cd2 33 co XOR EAX, EAX 174 if (pFVars = (FILE *)exd) {
00421cd4 5T POP EDI 175 FUN_@@40bf6c (&pvStack_5¢8,1,0x24, pFYars);
0@421cdS Se POP ESI 176 FUN_@@4@bb3@(pFvars); -
0@421cd6 8b es MoV ESP,EBP - 177 return @; v

v
43@2&1:!15 o ald = > 14 Decompile: HandleMessa... X | 4 Defined strings % |

Image of CyberVolk Ransomware Static Analysis II

The function, for the string "Decryption Key is Not Correct" was analyzed
due to its potential relation to the encryption key. It was found that it does
not check the actual encryption key. Instead, it calculates a 36-character
value. If the entered value is not exactly 36 characters, it shows the
"Decryption Key is Not Correct" message and returns 0. However, if the
string is 36 characters, it proceeds with the decryption process without
validating the actual encryption key.

|5 Uisting: cybervolk_odzsrjsseim3yatavb7wancqiemehipiug ee 0 [0 [ EE v @ o - x| [T Gk [ @~ %]
00421ac8 8a 01 MOV AL, byte ptr [ECA] 2 ||157 x
00421ac2 41 e ECx P | 158 r
00421ac3 84 c0 TEST AL, AL 159 GetDlgItemTextA(param_1,@8x3e9, auStack_Shd,@x25);
00421ac5 75 o m LAB_00421ac0 160 pevarll = auStack 5bd:
@@421ac? 56 PUSH ESI 161
@8421ac8 2b ca SuB ECX,EDX 162
00421aca 8d 84 24 LEA EAX, [ESP + @xad] 163
a4 0o o0 00 164
2@421adl 51 PUSH ECX 165 if ((int)peva - (int)(austack_Sbs + 1) != @x24) {
08421ad2 6a 01 PUSH ex1 166 MessageBoxA( (HWND)@x@, "Decryption Key is not correct!", (LPCSTR)@x@,8);
08421add 50 PUSH EAX 167 return @;
20421ads e8 92 a4 CALL FUN_oe4abfec 168 1
fe £f 169 FUN_@0421718 (aus tack_5b4);
@@421ada 56 PUSH ESI 170 DAT_0@42b918 = *\@';
i [l 20421adb es 50 a0 cALL FUN_g@4abb3e 1m SHGetFolderPathA(®,@x1a,, @, auStack_3
fe ff 172 processParametersAndExecute(apppustack_4ds, ex428fac) :
@@421aed 83 c4 14 ADD ESP,0x14 173 pFvars = _fopen((char *)apppuStack_4ds, "w");
08421a¢3 33 @ XOR EAX, EAX 174 if (pFVazs = (FILE *)ox) {
00421ae5 ST PoP EDI 175 FUN_@e4ebfec(&pvStack 5c8,1,8x24, pFVars)
00@421ae6 Se PoP ESI 176 FUN_@@48bb3@(pFvars);
0042137 8b €5 MoV £5P,EEP ) 177 retumn o;
08421329 5d PoP EBP 178 1
0@421aea c2 10 00 RET ex1e 179 ¥
180 1
LAB_00421aed XREF[1]: 181 3
00421aed 8b 3d €0 MoV EDI,dword ptr [->USER32.DLL: :GetDlgIten] 182 else if (uvar9 == ex3ec) { L
31 42 o0 - 183 hMem = GlobalAlloc(2,8x23); v
v
e R — — = | € Decompile: HandleMessa... x [ & Defined Strinas * |

Image of CyberVolk Ransomware Static Analysis III

When it detects a 36-digit value, it is observed that it starts the decryption
process. At the same time, a write operation is performed in the _fopen code
structure. Here, the 36 byte of value received as input from the user is
printed on dec_key.dat, which was displayed within the dynamic analysis.

Y

18
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o1 00 o1 60 i 7| LONG Lvar3: 2
oe4817bs 8b 40 fc MOV EAX,dword ptr [EAX + local_4] — 8| undefined4 local 328 [39]; r
2040178 63 50 PUSH oxse 3 9| EXCEPTION_RECORD local 5c;
004017ba 89 85 98 MOV dword ptr [EBP + local_274] EAX 10| _EXCEPTION_POINTERS local c;

fd Ff £f 1
004017c0 Bd 45 a8 LEA EAx=>1ocal_Sc, [EBP + -@X58] 12| [[BVar2 - IsProcessorfeaturePresent(@x17); |
8048173 6a 00 PUSH ax0 13| if (BVar2 I=0) {
0e4017¢5 50 PUSH EAX 14 pcvarl = (code *)swi(@x29);
204017¢6 8 05 OC CALL _memset 15| (*pcvarl)();

00 00 6 3
004017ch 8b 45 04 MoV EAX,dword ptr [EBP + local_tesol 17| resetGlobalvariable();
004017ce 83 cd OC ADD ESP, Bxc 18| _memset(local_328,0,0x2cc);

B 204017d1 7 45 a3 MoV dword ptr [EBP + local_Sc],0x40000015 19| local 328[0] = @x10001;

15 00 00 40 20| _memset(&local Sc,@,8x58);

00401708 <7 45 ac MoV dword ptr [EBP + local_58],0x1 21| local_Sc.ExceptionCode - 0x40000015;|

o1 00 0 00 22| local Sc.Exceptionflags = 1:
004017df 89 45 b4 MoV dword ptr [EBP + local S0],EAX )
eo4e17e2 FF 15 f4 CALL [lcwoxd ptr [->KERNEL32.DLL: :IsDebuggerPresent] | 24| Toral_t ExceptionRecord = &local sc;

308 42 o0 25| local_c.ContextRecord = (PCONTEXT)local_328;
0e4017e8 8b fo MOV ESI,EAX 26| SetUnhandledExceptionFilter((LPTOP_LEVEL_EXCEPTION_FILTER)@x@);
eesp17ea 8d 45 a8 LEA EAX=>local_Sc, [EBP + -0x58] 1| 27| [CVar3 = UnhandledExceptionFilter(&local c):
oe4017ed 89 45 8 MOV dword ptr [EBP + local_c], EAX == @) && (BVar2 !=1)) {

0040170 8d 85 dc LEA Erx=>local_328, [EBP + exfffffedc]

fo ff £f

00401776 6a 00 PUSH axe 31 retumn;
0040178 89 45 fc Lo dword ptr [EBP + local_8],EAX 32 A
eos017fb f 15 fc CALL dword ptr [->KERNEL32.DLL::SetUnhandledExcepti... f 22 v
v
< 20.42.00 A L —LG; Decompile: HandleProce... X m Defined Strings X J
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It is observed that CyberVolk Ransomware can detect debuggers with the
“IsDebuggerPresent" APIl. If the debugger is detected, the function is
terminated, but if the debugger is not detected, the program continues with
the resetGlobalVariable() function.

T B0421a3a@ 6a a PUSH Oxa ] 70
Bo481aa2 ff 15 04 CALL dword ptr [->KERNEL32.DLL::IsProcefs | 71| DAT_@@42cOdc = @;
31 42 0@ 5 72| DAT_p@42bo1e = DAT_@@42be1e | 1;
B@4813a8 85 c@ TEST EAX, EAX 73 \Evar-‘, = IsProcessorfeaturePresent(1@); \
@p48laaa @f 84 ac 1z LAB_o@401c5c 74 AT_@042b010 ;
@1 0@ oe 75 =9) {
@p48labd 83 65 fo 0@ AND dword ptr [EBP + local_14],0x@ 76 (int *)cpuid_basic_info(@);
80481aba 33 c@ XOR EAX,EAX 77 (uint *)cpuid_Version_info(1);
@p481ab6 53 PUSH EBX 78 Uvaro = puvarZ(3];
80481ab7 56 PUSH EST 79 if (((pivarl[2] » @x49656e69U | piVarl[3] A Ox6c65746eU | pivarl[1] » @x756e6547U) == @) &&
80481ab8 57 PUSH EDI 80 (((({uvar5 = *puvar2? & Bxfff3ffe, uvarS == Bx186c@ || (WVarS == 0x20660)) ||
B04813b9 33 c9 XOR ECX,ECX 81 (uVars == @x2067@)) || ((uVarS == @x3065@ || (uVar> == @x30668)))) || (uVarS == Bx3067@)))
@p4@labb 8d 7d dc LEA EDI=>local 28, [EBP + -@x24] 82 ) {
ee4alabe 53 PUSH EBX 83 DAT_@042c%e@ = DAT_0842c%e0 | 1;
20401abf of a2z CPUID 84 }
eedelacl 8b T3 MOV ESI,EBX 85 if (*pivarl < 7) {
B04@1ac3 sb POP EBX 86 uVar7 = @;
@04@1acd 9@ NOP 87 }
804@1ac5 89 07 MOV dword ptr [EDI]=>local_28,EAX 88 else {
80481ac? 89 77 84 MOV dword ptr [EDI + local 24],EST 89 |i‘~'ar3 = cpuid_Extended_Feature_Enumeration_info(7); |
B@401aca 39 4f 08 MOV dword ptr [EDI + local _20],ECX = | uVary = *(uint *)(iVar3 + 4):
@d481acd 33 c9 XOR ECX,ECX 91 if ((uvar7 & exz2ee) != @) {
Be401act 89 57 oc MOV dword ptr [EDI + local 1c],EDX 92 DAT_@@42c0e@ = DAT_@042c%@ | 2:
80401ad2 8b 45 dc MOV EAX,dword ptr [EBP + local 28] 93 }
004@1ads 8b 7d e@ MOV EDI,dword ptr [EBP + local_24] 94 }
@p401ada 89 45 f4 MoV dword ptr [EBP + local 18] ,EAX 95 DAT_@B42c9dc = 1;
Be401adb 81 f7 47 XOR EDI,@x756e6547 - 96 uvar5 = DAT_@@42beie | 2:

Image of CyberVolk Ransomware Static Analysis V

“IsProcessorFeaturePresent" APl determines whether the specific
processor feature is supported by the computing environment in which it is
running.

It is also observed that the Ransomware accesses information related to the
CPU. the CPUID instruction is utilized to distinguish between virtual and
physical environments. CPUID queries the processor's attributes and checks
virtualization indicators to determine if the environment is a virtual machine.

Y
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@04216ed bT 61 00 oV DT, 6x61 i ||132|  Fun_oedepb3e(_File):
o0 00 =] EEE!
00421672 €7 45 ec MoV dword ptr [EBP + local 18],0x3a0063 134| T
63 80 3a 00 135 [I
20421679 of 57 co XORPS XMMB, XMMD Hlf136
oe4216fc c7 45 fo MoV dword ptr [EBP + local 14],8x5c 137| [I5c a:
5c 80 00 @0 138
0421703 66 @f db MovQ qword ptr [E8P + local_18],XMMa 139
4s f4 40| do {
00421708 8b df MoV EBX,EDI 141 local 18 = CONCAT22(local 1 2.2 uvard) .
@042170a c7 45 fc MoV dword ptr [EBP + local _8],@x@ 142 \Varl = GetDriveTypeW((LPCWSTR)&Local 18)
o0 00 B0 @8 143 T C((OUITT o= 2] T (OVSIT o= 21T 1T (OVatl == 41) {
144 pparameter = (LPNSTR)FUN_804010F4(4);
LAB_B421711 XREF 145 wsprintfW(1pParameter, L"%ckc ", iVar3, Bx65) ;
00421711 8d 45 ec LEA EAX=>local_18, [EBP + -@x14] 146 ppWar2 = (HANDLE *)
00421714 66 89 7d ec MOV word ptr [EBP + local_18],DI 147 CreateThread((LPSECURITY_ATTRIBUTES)@x@,@, threadRoutine, lpParameter, @, (LPDWORD)@x@)
00421718 50 PUSH EAX 148 (&1pHandles_pp430c30) [DAT_@@42f81c] = ppuVar2;
1 20421719 f 15 dc CALL dword ptr [->KERNEL32.DLL: :GetDriveTy| 149 DAT_042f81c = DAT_@042f81c + 1
30 42 00 150 DAT_00430c20 = DAT_00430c20 + 1;
0042171F 83 8 02 SuB EAX, BX2 151 |
00421722 74 12 iz LAB_00421736 L || 152 WVard = uvard + 1;
00421724 83 e8 01 suB EAX, 0x1 153  ivar3 = iVar3 + 1;
00421727 74 8d iz LAB_00421736 154| } while (uvara < Bx7b):
20421729 83 8 01 suB EAX, Bx1 155( WaitForMultipleDbjects(DAT_@042f81c,&lpHandles_00430c30,1,OxFFFFFFFf);
0042172 74 08 iz LAB_00421736 156( return;
0042172¢ 8b 8d 1c MoV ECX,dword ptr [DAT_6@42f81c] 157y
8 42 00 b |18

Image of CyberVolk Ransomware Static Analysis VI

CyberVolk Ransomware has been found to include activity similar to a worm
virus. It scans all drive letters between "a" and "z". If these drives are of the
type where it can spread itself (removable, hard, network), it creates a multi
thread to execute on these drives. This structure has an auto spread feature
like a worm.

sub_4225C8 proc near

1pThreadparame ter= dword ptr 4

CyberVolk ransomware continuously searches for the window named
"TaskManagerWindow" via the "FindWindowA" API by waiting for 1 second
in an infinite loop running as a different thread. When it finds it, it sends
0x0010 (WM_CLOSE) via the PostMessageW API to close the window. This
prevents the user from terminating_the cybervolk ransomware process via
the task manager.

Y
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1 Listing: Cyberviolk_odzarjssefm3yat2vb7waocq] 6rushkpilug. exe RN IR Cecompile: HandleMessageAndDecryp % i.Ro i v X
00421e2e b e5 MOV ESP, £8P L 262 x
00421238 5d POP EBP I =253 else if (param 2 == ox11@) {
00421e31 2 10 00 RET 0x10 e ivar2 = GetSystenMetrics (9);

265 iVar3 = GetSystenMetrics(1);
LAB_BO421e34 KREF[1]: 0042181b(j) 266 SetWindowPos(param_1, (HWND)@x@,iVar2 / 2 + -Bx1e@,iVard / 2 + -Ox14a,8x3bS,0x294,0x14)
00421e34 3d 13 01 P EAX,0x113 267 SetTimer (param_1,0xdse, 1008, (TIMERPROC)@x@) ;
oo 00 263 return 8;
00421e39 75 28 nz LAB_P0421e63 260}
00421e3b 81 7d 10 ar dword ptr [EBP + param_3],@xdse 70 1
€0 od 2o 00 271| else if ((paTam 2 == @x113) & (param_3 == @xdsg)) {
00421042 75 1f Nz LAB_00421e63 272 if ((DAT_0042b018 == '\0') &% (DAT_00430c20 == 0)) {|
00421e44 80 3d 18 ar byte ptr [DAT_0842b318],0x0 e KillTimer(paran_1,8xd88) :
9ia2'e0 00 274 SHGetFoldeTPathA(®, Bx1a,0, @, auStack_3bc
00421e4b 75 09 N2 LAB. a4/ 1856 275 processParametersAndexecute (ap) exa28fac);
1 20421e4d 83 3d 20 3 dword ptr [DAT_8043c320] ,0x0 e FI0_conflict:_mdir( (char v
g bagon 277 processParametersAndExecut: x428790) ;
0421651 5707 Az [heteot21eed = |28 FID conflict: rmdir((char *)a )
279 |me;sageaoxw(wwmzm(LP(\\‘STR 8fd8,L"Decrypt Completed!”,0); |
LAB_00421e56 XREF[1]:  00421edb(j) 280 /% WARNING: Subr by
00421e56 6a 00 PUSH oxe BOOL bErase for Invalida P L
00421e58 6a 00 PUSH oxe RECT * LpRect for Invali 22
00421e5a ff 75 08 PUSH dword ptr [EBP + param_1] HWND hiind for Invalidate 283|  ‘TvalidateRect(param_1, (RECT *)x0,0) ;
00421e5d ff 15 fc CALL dword ptr [-»USER32.DLL: :InvalidateRect] 284| )
A0 285| return o;
286 [}
LAB_00421e63 XREF[B]:  00421831(j), 00421a02(j), e
00421c5a(j), 00421c79(3). o <ig T—
00421034 (1), eea21dcaj), |¥
< et sieleaillly | € Decompile: HandleMessa... % [ 8% Defined Strings *
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When the decryption process is completed, the program terminates itself
using the _exit(1); function. However, since it does not involve any
persistence, _writing__itself to a process, or _utilizing__any other
technique/method,_it does nothing_else in the self-cleaning _stage other than
terminating_itself.

CyberVolk Ransomware Vulnerabilities

ThreatMon Malware Team has identified several vulnerabilities in the
CyberVolk ransomware that have a critical impact on its infection process.
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Unlike most ransomware, CyberVolk ransomware first launches the GUI and
then starts encrypting the system with multithreats. In this time, it was found
that the task manager was blocked to prevent the process from being
interrupted, but powershell was not blocked.

Y
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28,70 7844 1 CyberVolk_odz9rjsSetm3yat2vbiwdBcqlenx8hkpilug

CyberVolk_odz9rjsSefm3yat2vbiwd@cqlenx8hkpilug

Image of CyberVolk Ransomware Vulnerabilities IT
As soon as the GUI is launched and the necessary commands are given in
PowerShell to terminate the process, the encryption process is interrupted.

Additionally, since it does not contain any persistence features within its structure,
the Cybervolk ransomware does not reactivate or attempt to re-encrypt files if the
device is restarted.

Command Get-Process

Command Stop-Process -Name <CyberVolk_Ransomare.exe>
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Additionally, the CyberVolk ransomware operates by continuously counting down
from 18,000 seconds, as written in the time.dat file. The timer can be manually
adjusted by modifying the time.dat file, which allows the countdown to be extended
indefinitely. This capability can facilitate the work of reverse engineering, forensic,
and malware analysis teams by providing more time for analysis.

Y
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MITIGATION

Ensure that data is backed up regularly, and keep multiple copies,
including one offline or in a cloud service.

Educate employees on recognizing phishing emails, suspicious links,
and social engineering tactics.

Keep all systems, software, and firmware up-to-date with the latest
security patches.

Deploy and regularly update security software across all endpoints.
Use CTI to set up early warning alerts for ransomware campaigns that
are targeting your industry or region. These alerts can help your

organization prepare for potential attacks before they reach you.

Use advanced spam filtering to reduce the risk of phishing emails
reaching end users.

Enforce the principle of least privilege (PoLP) to limit user access to
only what is necessary for their role.

Subscribe to threat intelligence feeds that provide information on
emerging ransomware threats.

Implement application whitelisting to allow only approved programs to

run on your systems, preventing unauthorized or malicious software
from executing.

CYBERVOLK RANSOMWARE TECHNICAL & MALWARE ANALYSIS
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Categorization

APT Group It is not an APT group, but it has affiliations with APT 44
Malware Family GandCrab Ransomware

Mitre Att&ck Table

Technique ID Technique Name

[{E]
Phishing
Access
T1106 Native API
T1204.002 User Execution: Malicious File

Defense T1562.001 Impair Defenses: Disable or Modify Tools
Evasion T1562.009 Impair Defenses: Safe Mode Boot

Application Window Discovery
Debugger Evasion

File and Directory Discovery
Query Registry

System Time Discovery
Virtualization / Sandbox Evasion

Data Encrypted For Impact
Data Destruction
Data Manipulation

Discovery



https://attack.mitre.org/techniques/T1539/
https://attack.mitre.org/techniques/T1539/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1547/001/
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Yara Rule

Download the Yara Rule From ThreatMon Github Page.

rule CyberVolk_Ransomware_Yara{
meta:
description = "Yara rule for detecting CyberVolk Ransomware"
author = "Aziz Kaplan"
email = "aziz.kaplan@threatmonit.io"
file_hash = "d08243e976e01lbaa5479a134577a1407daf4bec89a5f47bf2b803c0919917f5b"
strings:
$OP1 = {8d 84 24 bO 04 00 00 ?? ?? ?? 2?2 ?? 2P ?? ?? ?? 6a 00}
$0P2 = {8b 7d 08 6a 24 68 5c 90 42 00}
//8b7d086a24 |MOVEDI, dwordptr[EBP+arg]
//685c904200 | PUSH<start_of_encryption>
$0P3 {6a 24 68 5c 90 42 00}
//6a24 | PUSHOX 24
//685c904200 | PUSH<start_of decryption>
$0P4 = {8d 51 ©1 ?? ?? ?? ?? ?? ?? ?? 2b ca 83 f9 24 74 1b}
//Check of “if” condition of decryption process
//8d5101 | LEAEDX, [ECX+0x1]
//2bca | SUBECX, EDX
//83f924741b | CMPECX, 0x24
{ff 15 de 31 42 oo}
//Call of API after the if condition
//ff15de314200 | dwordptr[->USER32.DLL: :MessageBoxA]
{8d 4c 24 30 e8 2b 02 00}
//Character replacment after the decryption key is provided
//8d4c2430 | LEAECX, [ESP+0x30]
//e82b0200 | character_replacement
{8d 84 24 20 01 00 00 ?? ?? ?? ?? ?? ?? e8 c7 9c fe ff}
{8d 44 24 38 ?? ?? ?? e8 23 a2 fe ff}
//File Creation dec_key.dat
//8d842420010000 | LEAEAX, [ESP+0x120]
//e8c79cfeff |CALL_fopen
//8d442438 | LEAEAX, [ESP+0x38]
//e823a2feff | file_operation
{68 80 od 00 00 ff 75 08 ff 15 e8 31 42 00}
//Timer Killer
//68800d0000 | PUSHOXd80
//¥f7508 | PUSHdwordptr[EBP+param_1]
//ff15e8314200 | CALLdwordptr[->USER32.DLL: :KillTimer]
{83 f8 @f ?? ?? 3d 10 01 00 00}
//Conditions for decryption process
//83f80f7468 | CMPEAX, 0xF
//3D10010000 | CMPEAX,0x110
$0P11 {84 c0 74 10 ff 75 08 ff 15 08 31 42 00 ?? ff 15 Oc 31 42 00}
//Terminating itself if a condition is met
$0P12 { 54 61 73 6b 4d 61 6e 61 67 65 72 57 69 6e 64 6f 77 00 00 00 }
//TaskManagerWindow
$0P13 { 25 73 5c 74 69 6d 65 2e 64 61 74 00 }
//time.dat
$0P14 { 25 73 5c 64 65 63 5f 6b 65 79 2e 64 61 74 00 }
//dec_key.dat
condition:
uint32(uint32(0x3C)) == 0x00004550 or
(filesize > 4 and uint32(©) == ©x464C457F) or
(uint32(0@) == OXCEFAEDFE or uint32(@) == OxCFFAEDFE) and
(11 of ($0P*))



https://github.com/ThreatMon/ThreatMon-Reports-IOC/tree/main
https://github.com/ThreatMon/ThreatMon-Reports-IOC/tree/main
https://github.com/ThreatMon/ThreatMon-Reports-IOC/tree/main
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IOC List

deOb74917fe24c2b38e2d1172b7352f88bf8b3df64b6d44ca5f317db85aeb
:7),(%;57048ed8e1a3b57a7d6a5bed17837f60d630bdda0b22b048a3721569f
38:233%60044b8b776c45e46e904a2de70ff4820e7e7863adb9f191c6554f

32255a0ed14c7b8e26d51d4b9242e73686bad2e63cd11d90bdb52e08fa341
58c1

Sigma Rules

Download the Sigma Rules From ThreatMon Github Page.

title: Suspicious File Creation Detected
id: 8ab5a94e2-5a2e-4bla-bb97-03c7d5cf9a93
status: experimental description: |

Checks for BMP and DAT file creation within specific directories.

author: Aziz Kaplan <aziz.kaplan@threatmonit.io>
logsource:
category: file_access
product: windows
detection:
selection:
FileName|contains:
- "\AppData\Local\’
- "\AppData\Roaming\'
- '"\AppData\Local\Temp\'
FileName|endswith:
- '.bmp’
- '.dat
filter_system_folders:
Image|startswith:
- 'C:\Program Files\' -
"C:\Windows\"' - 'C:\Program
Files (x86)\' -
'C:\Windows\system32\' -
"C:\Windows\SysWow64\"
condition: selection and not 1 of filter_system_folders
falsepositives:
- Legitimate software installed that creates BMP file in Temp directory
level: medium
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title: .CyberVolk Extension Detected

id: 37b2c73a-f147-4d93-842e-0b853b55de49

status: stable

description: Detects changes in file extensions where files are renamed to use
the .CyberVolk extension, typical in ransomware activity.

author: Aziz Kaplan <aziz.kaplan@threatmonit.io>

logsource:

category: file_event
product: windows
detection:
selection:
TargetFilename|endswith: '.CyberVolk'
condition: selection
falsepositives:
- Unlikely
level: critical

title: CyberVolk Ransomware ImpHash Detected

id: e45cf64a-8af9-4e69-9b55-278f44f2bld1l

status: test

description: Detects CyberVolk Ransomware from import hash (imphash)
author: Aziz Kaplan <aziz.kaplan@threatmonit.io>

logsource:

category: process_creation
product: windows
detection:
selection:
- Imphash:
- 0982e392ababa868dc7bda8b61e977ab # CyberVolk

- Hashes|contains:
- IMPHASH=0982e392aba6a868dc7bda8b61e977ab

condition: selection
falsepositives:

- Legitimate use
level: high
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ThreatMon End-to-end intelligence is a cutting-edge, cloud-based SaaS platform
that continuously monitors the dark and surface web, providing early warnings
and actionable insights into emerging threats.

We are a SaaS platform designed to help businesses proactively detect and
address threats before a cyber attack occurs. Unlike traditional cyber threat
intelligence, we provide comprehensive and holistic cyber intelligence.
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