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Who?

The Akira ransomware group is a cybercrime organization that emerged in March
2023. It operates with a primary motive of financial gain. The group primarily
targets organizations in the United States and Canada across sectors such as
healthcare, finance, education, and manufacturing. The Akira ransomware group
aims to gain a strategic advantage by specifically targeting financial institutions
and government-related organizations. In Ecuador, targets include critical
infrastructure and financial service providers.

What?

Akira employs a double-extortion ransomware model, encrypting victims' data and
exfiltrating it. The group demands ransoms ranging from $200,000 to $4 million in
exchange for decrypting files or refraining from publishing sensitive data. The first
version of the Akira ransomware was written in C++ and appended files with the
'.akira' extension, creating a ransom note named 'akira_readme.txt,' partially based
on the Conti V2 source code.

On July 2, 2023, a version was released that fixed the decryption problem. Since
then, the new version has been found to be written in Rust, this time named
'megazord.exe' and changing the extension for the encrypted files to
‘.powerranges'.

Where?

Initially targeting Windows systems, Akira expanded its operations in April 2023 to
include VMware ESXi virtual machines. The group has impacted over 250
organizations worldwide, spanning industries such as services, manufacturing,
education, construction, critical infrastructure, finance, healthcare, and legal
sectors.

When?

Akira has been active since March 2023 and significantly intensified its attacks
throughout 2024, impacting numerous sectors globally.



How?
The Akira ransomware group employs a range of sophisticated techniques:

« Initial Access: Utilizing phishing emails, exploiting vulnerabilities, and using
compromised credentials.

« Lateral Movement: Exploiting critical vulnerabilities such as CVE-2024-40766
(SonicWall SonicOS), CVE-2023-20269 (Cisco VPN), and CVE-2023-48788
(FortiClientEMS), CVE-2023-27532 (Veeam Backup & Replication), CVE-2024-
40711 (Veam Backup & Replication (VBR) Servers).

« Data Exfiltration: Exfiltrating sensitive information before encryption.

« Robust Encryption: Deploying strong encryption algorithms to ensure the
encrypted files are irrecoverable without a decryption key.

Many of Akira's initial access vectors use brute force attempts on Cisco VPN
devices (which only use single-factor authentication).

Additionally, the exploitation of CVEs: CVE-2019-6693 and CVE-2022-40684
were detected for first access.

Group Site

akiral2iz6a/7qggd3ayp3l6yub7xx2uep/76idk3u2kolipj5z3z636bad.onion

e cge— _j
TR A B OETH TR




Vulnerabilities Exploited by Akira

Cisco

Fortinet

Fortinet

Fortinet

Product

ASA & FTD

ASA & FTD

ASA & FTD
elgd[O
FortiOS

FortiClient

CVE

CVE-2025-20269

CVE-2023-20263

CVE-2020-3259
CVE-2022-40684
CVE-2019-6693

CVE-2023-48788

Source

cisco.com

blog.talosintellige
nce.com

cisa.gov
stairwell.com
stairwell.com

blog.talosintellige
nce.com

SonicWall

Veeam

VMware

VMware

SonicOS SSL-VPN

Backup &
Replication

Backup &
Replication

ESXi

vSphere Client

CVE-2024-40766

CVE-2024-40711

CVE-2025-27532

CVE-2024-37085

("ESX Admins")

CVE-2021-21972

arcticwolf.com

@SophosXOps

sophos.com

microsoft.com

qualys.com




Tool Used By Akira Ransomware Group

Discovery RMM Tools Defense Evasion Credential Theft

Advanced IP AnyDesk PowerTool DonPAPI

Scanner

Masscan MobaXterm Zemana Anti-Rootkit LaZagne

SharpHound RustDesk

SoftPerfect
NetScan

ReconFTW Radmin ‘ Mimikatz

Networking Exfiltration

Impacket Cloudflared FileZilla

MEGA

RClone
Templ.]Jsh

WinSCP

1.Cloudflare Tunnel:

o Used to gain initial access to Endpoint 2.

o Command: C:\Users\[REDACTED]\Documents\Cloudflare.exe tunnel
run --token [REDACTED]

2.Advanced IP Scanner:

o Used to scan the network and identify targets.

o Command: "C:\Users\[REDACTED]\AppData\Local\Temp\Advanced IP
Scanner 2\advanced_ip_scanner.exe" /portable
"C:/Users/[REDACTED]/Documents/" /Ing en_us

3.Win.exe:

o Deployed ransomware to identified targets.

o Command: "C:\Users\[REDACTED]\Documents\win.exe" -s=C:\Users\
[REDACTED]\Documents\path2.txt -n=20 -remote

Y



Latest Attacks of the Akira Ransomware Group

Victim
Archie Cochrane Ford
OL Products
A Ceradora
Toscano Law

Polskie Wydawnictwo
Muzyczne

Time Machine INC
National Air Vibrator
Great Plains Bank

Rob Levine & Associates
Diferencial Energia
Luxor Capital Group
Matagrano

Renée Blanche

Nova Pole International
Matandy

Corporacion BIR
Proyectos y Seguros
Cipla

Consumers Builders
Supply

ECBM
Pelstar
Pb Loader

Jamaica Bearings Group

Sector

Consumer Services

Cosmetics
Energy
Law

Music

Industry
Manufacturing
Financial Services
Law

Energy

Financial Services
Manufacturing
Cosmetics
Manufacturing
Manufacturing
Industry
Financial Services
Healthcare

Construction

Financial Services
Healthcare
Construction

Logistics

Country
United States
United States
Brazil
United States

Poland

United States
United States
United States
United States
Brazil

United States
United States
Italy

United States
United States
Mexico
Spain

South Africa

United States

United Kingdom
United States
United States

United States

The attacks in December were discussed.
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Latest Ransomware Attacks in Ecuador

Victim

Sector

Group

Date

Biodimed

Healthcare

Stormous

2024-12-10

Frigopesca

Agriculture and Food
Production

Ransomhub

2024-12-04

Xtrim TVCable

Telecommunication

Akira

2024-1-14

todoagro

Agriculture and Food
Production

Spacebears

2024-04-28

Grupocreativo
Herrera

Telecommunication

Qilin

2024-04-02

isspol.gov

Public Sector

The attacks in 2024 were discussed.

Xtrim TVCable Attack in Ecuador by Akira

Lockbit3

2024-02-12

download




Akira Ransomware Group announced that it attacked Xtrim TVCable on
2024-11-14. The Akira group, which then expected a ransom, published all
the data publicly after failing to receive the ransom expectation.

The relevant data included financial data, employees and customers

contacts.

Targeted Industries and Countries

Akira's attacks have targeted industries like information technology, finance,
education, healthcare. The group typically infiltrates systems using weak
VPN credentials or compromised remote desktop protocols (RDP).

Top 10 Industries Targeted by Akira Ransomware

Healthcare

Education

Finance

Manufacturing

Technology

Retail

Government

Energy

Transportation

Legal

United States

Canada

United Kingdom

Germany

Australia

Countries

France

India

lapan

Brazil

Italy

0 5 10 15 20
Number of Attacks

25

Top 10 Countries Targeted by Akira Ransomware

0

10 15 20 25
Number of Attacks

Graph of the Sectors and Countries targeted by Akira Ransomware the Most

The above graph shows the top 10 industries and top 10 countries targeted
by the Akira Ransomware group. The industry most targeted by the Akira
Ransomware group is healthcare, and the country most targeted by the

group is the United States.
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Ransomware Analysis

Image of Akira Ransomware Group

Within the compromised system, the extension, the readme file and the
content of the file indicate that the group that carried out the attack is the
Akira Ransomware group.

Content of the Readme File

Hi friends,

Whatever who you are and what your title is if you're reading this it means the internal
infrastructure of your company is fully or partially dead, all your backups - virtual, physical
- everything that we managed to reach - are completely removed. Moreover, we have
taken a great amount of your corporate data prior to encryption.

Well, for now let's keep all the tears and resentment to ourselves and try to build a
constructive dialogue. We're fully aware of what damage we caused by locking your
internal sources. At the moment, you have to know:

1. Dealing with us you will save A LOT due to we are not interested in ruining your
financially. We will study in depth your finance, bank & income statements, your savings,
investments etc. and present our reasonable demand to you. If you have an active cyber
insurance, let us know and we will guide you how to properly use it. Also, dragging out the
negotiation process will lead to failing of a deal.

2. Paying us you save your TIME, MONEY, EFFORTS and be back on track within 24 hours
approximately. Our decryptor works properly on any files or systems, so you will be able to
check it by requesting a test decryption service from the beginning of our conversation. If
you decide to recover on your own, keep in mind that you can permanently lose access to
some files or accidently corrupt them - in this case we won't be able to help.

3. The security report or the exclusive first-hand information that you will receive upon
reaching an agreement is of a great value, since NO full audit of your network will show
you the vulnerabilities that we've managed to detect and used in order to get into, identify
backup solutions and upload your data.

Y



4. As for your data, if we fail to agree, we will try to sell personal information/trade
secrets/databases/source codes - generally speaking, everything that has a value on the
darkmarket - to multiple threat actors at ones. Then all of this will be published in our blog
- https://akiral2iz6a7qgd3ayp3l6yub7xx2uep/76idk3u2kollpj5z3z636bad.onion.

5. We're more than negotiable and will definitely find the way to settle this quickly and
reach an agreement which will satisfy both of us.

If you're indeed interested in our assistance and the services we provide you can reach
out to us following simple instructions:

1. Install TOR Browser to get access to our chat room -
https://www.torproject.org/downloady/.

2. Paste this link -
https://akiralkzxzq2dsrzsrvbr2xgbbu2wgsmxryd4csgfameg52n7efvr2id.onion/d/43158062
09-FLBTQ

3. Use this code - 1312-FJ-WDQH-PHOW - to log into our chat.

Keep in mind that the faster you will get in touch, the less damage we cause.

Entropi Durum

324840 pakethenmemiy
EA35ET pakethenmerniy
517585 paketbenmermig

- BES4
Derleyice Matraselt Nisual C/Cs + [2022+][-]
Baghayce Micrasolt Linkes[14.37")[GUISY]

Basic Characteristics of Akira Ransomware

Akira ransomware is compiled in C++ language, has a disk space of 1.02MB
and the sample is not packed.
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File Type PE64 Windows Executable

Detected
Language

C++

File Size 1.02MB

PE Size 1.02MB

Packer Not Packed
74fbb7885ee486028fe2723f95911474b771f361b2b40ddb77c46f252059¢c696

MD5 abb6a985dbef013596ac79ca5117ef77¢c

ImpHASH 9b9e1545a27f74c7e825990e6d713212

uuuuuuuuuuuu

1420db597 8@ [
=2
u_Trend_Micro_l4eddbsse XREF[1] 148001a24(*)
14d0db598 54 @ 72 unicode 1"Trend Micr
20 65 00
Ge 90 64 ...
=3
u_ProgramData_ldeddb5ha AREF[1)] l4@d81add(*)
14gadbsbe 50 @9 72 unicode T
o &f 0@
67 8@ 72 ...
u_.msi_14eedb5c8 XREF[1] 148001b94(*)
14d0db5cE 2e 2@ Gd unicode
20 73 00 1
69 80 20 8@ ,J
14d2db5d2 de [l
14dddb5d3 ee L
142adb5dd 00 ??
148adhsds no 27 |F||tet: Ink X ot = ov
14 231 0 L i Location [ | String Value String Repres... | Data Type
I 1400db5f0 .Ink o, Ink* unicode
u_System_vVolume_Information_140@db54@ XREF[1] 1400019b2(*)
142@db54a 53 0@ 79 unicode u"System Volume Infor r
e 73 e
74 B0 65 ...
148adb574 @@ 7?
140@db575 2@ "
148@db576 @@ 7? =
140@db577 22 "7
U_.exe_ 1300d05 T8 XREF [1] 142801ade(*)
1402db578 2e 8@ 65 unicode
0 78 o0 =
65 0@ 20 o9
14gddb582 0@ "7
14@2db583 @2 77
1égddb584 0@ 7
14@2db585 82 |
14@@db586 0@ 7
14e2db587 82 1t
=
u_.dll_l4pedbses XREF[1] 148201087 (*) '/'
1488dbS58E 2e 0@ 64 unicode 1
B9 6c o0

Analysis |
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1

During the static analysis process, it was found that akira ransomware contains
an exclusion list for some files and folders. The files and directories that Akira
Ransomware does not encrypt are as follows:

Folders Excluded by Akira Ransomware:

System Volume Information, Boot, $Recycle.Bin, Winnt, $RECYCLE.BIN,
Windows, Trend Micro, Temp, Thumb

Files Excluded by Akira Ransomware:
.msi, .sys, .dll, .lnk, akira_readme.txt, .exe

Akira Ransomware is observed to encrypt all other data on the system.

1 Uisting: 74fbb7EESeed86028fe27 23f95911474b771261b2b40ddbT 7c46f25 20500696, exa DRIk & E-x % . Fo @
o8 of 8@ a 173 param_1([@xae] = @;
63 & 65 .. r 174 param_1[@xaf] = @:
14padbd74 B0 77 2ah 175 147 = *(undefinedd *){{longlong)plvaril + 4);
L4padbd?s a8 i eh 176 i = *{undefinadd *){plV + 1}
l4dodbd76 B0 "7 aah 177 r49 = *(undefinedd *)(({longlong)ply +Bc);
l4padnd?7 88 7 2ah 178 *({undefinedd *}*pauvari3 = *(undefinedd *)plvardi;
14dedbd78 @2 44 8ah 179 *{undefinedd *}{({longlonglparam 1 + @x564) =
14pedbd 79 28 e 2ah 188 *(undefinedd *){param_1 + @xad) = uvards;
14pedbd7a B0 77 2ah 1| 181 *{undefinedd *}{(longlong)param_1 + @xS6c) = uy o
1488dbd7b 28 X 8ah 182 r47 = *{undefinedd *}{{longlong)plV + Bxld);
14pedbd7c 28 77 aah 183 r48 = *{undefinedd *){plvaril + 3};
14dedbd?d @8 14 2ah 184 r43 = *jundefinedd *){{longlong)plva + dule):
14e0dbd7e 20 7 eah 185 *(undefinedd *) 1 + @xae) = *(undefinedd *)(pl
l4padbd 7§ 00 77 eah =] 186 *({undefinedd *}{{longlong)param_1 + @x574) = 4
n l4pedbdin 70 &f 77 ds powershell.exe -Command \"Get-WeiObject Win3Z.. 187 *(undefinedd *){param_1 + @xaf) = uVards;
65 72 73 k —liii * fundefioads *4 i onclopoloazas 1 + @x57c) =
68 65 6C ... “powershell. exe -Command \"Gat-Wmidbject Win32_Shadowcopy | Remuvewmlnbject\"l
14pdbdoc 69 77 69h i a5 e .
lipddbded Ge i GEh n 191 *(undefined *)plV =8
l4dedbdce GG " G6h f 192 if ({DAT_l42120158 != (longlong *)exe) &&
l4pedbdef o8 7 eah 193 (FUN_l4@03Tce@(DAT_140122158,4, (undefineds *}pau
lidedbddd Ge &1 Ge ds nan{ind]* 194 {
28 65 6o )] 195 (**(code **}{*DAT_140102153 + @x18))();
64 29 8@ .. - 196 H
lddddbdde 69 [ 6ah i 197 if (exf < (ulenglong)param_1[e=af]} {
14padbddd Ge 77 BEh n 198 vWarig = *(LPVOID *)*pauvarii;
ldeddbdde 66 44 66h  f . ' - 7 T
14padbddf o0 7 Bah v -
LS ¥ L lcg Decompile: ProcessFile... ® | 2 Defined Strings % I Relocal

Analysis Il

In the analyzed ransomware sample, it was determined that system backups
were deleted at the rst stage with the Get-WmiObject Win32_Shadowcopy |
Remove-WmiObject command via PowerShell

/]
4




Detected Powershell Command:

Get-WmiObject Win32_Shadowcopy | Remove-WmiObject

00007 FFSAOCS7 200 <advapi 32.CryptGenkandoms

jmp gword ptr ds: [FFFAO0DZ2BOCE]

Analysis llI

Akira Ransomware has been found to use the CryptGenRandom() function in its
execution process. This function is used to generate random number data and
is used by Akira Ransomware for key generation.

[Flisting: 74fbbTea5eed86028fe272319501147... [ ||& | B2 b | @ | o] d - % «is Fo a -
| ) 14008073 48 B9 44 MOV qword pir [RoF * local_a 91 srundefined **){puvars + @xz8) =
24 48 r 92 *(undefined **}{ T4 + Bx28) = local_sds;
140084743 33 9 XOR paras_1, param_1 93 *(undefineds *){pu 4+ -8) = dl4@e8d6ds;
140084745 ff 15 55 CALL qword ptr [-=KERNEL32.D 94 Rtlvirtualumind(e, resld, Functi . “(PCONTEXT *){puvars + 8x2@),
ec 23 95 *(PWOID **) (puVard + @x28) ,*(PDWORDS4 *){ T4 + @x38),
1400Bd74b 48 8d 4¢ LEA param_1=>local_588@, [F 96 * | PKROMVOLATILE_CONTEXT_POINTERS *)(puVard + 8x38)):
24 40 87 3}
140084750 F 15 42 CALL qword prr [->KERNEL32.D 08| local 448 = Bstackd
ec B3 @2 =l 99 *(undefineds *){puy e
142084756 35 c@ TEST EAX, 108 FUN_lde@afree( (undefined (*) [32])(puv
148084758 75 8¢ INZ LAB_14B0BdT66 101 *(undefined® *){puvard + @x6@) = unaff
14008d75a 84 db TEST L, 102 *( fined4 *}{puvars + Bx58) = @
l4ag@didv5c 75 08 INZ LAB_14208d766 183 | *(undefinedd *}{ rd + 8x54) = 1:
14008d75¢ 3d 48 03 LEA param_1, [RAX & @x3)] 104 = e i b= 014
0 140@8dT61 =8 be fe CALL FUN_14@888d624 ™ 185 12 = [sDebuggerPresent() :I
i1 ff | 106 Lot ) =
107 | *(undefined **){puvard + Ox48) =
LAB_l40@8d766 188 “(undefinedg “}{puvard + -8) = @ul
140084766 48 Bb O MOV B, guord ptr [ + lo 1089 | SetUnhandledExceptionFilter{{LPTOP_L
24 de o5 118 *(undefineds *){puvard + -8) = @x14e
oa o 111 13 = Unhandledéxceptionfilter((_EXCE Lok Bedd));
1400Bd76e 48 81 4 ADD RSP, BxSCR 112 if ((LV == Q) &% (BVar2 1= 1)) {
c@ 85 88 @ 13 *(undefineds *)(puvars + -8
140084775 5d FOP i 114 FUH_140@5d624() ;
148084776 <3 RET 15 }
116 return:
LAB_14008d777 | 17

Analysis IV

The IsDebuggerPresent() APl has been detected in the code structure of Akira
Ransomware. This indicates that the ransomware checks the debugger on the
system it is running on.

=4 Listinig: 74Tb578E58e4860281e2723f5501 1 474b7 71, L I 1% B e | 6l | Lol < | X ¥ iia KD T
14004e881 41 5c POP : Iy
14004883 5d POP ¥ r |
l4gpdedsd c3 RET 726 FUN_14B07Tead() ;
o T2 FUN_ld@Taffa();
LAB_ 14084 e8285 718 [GetsysteminfolElocal bo)]
729 [ 1T (1oca1 D8, dwhumbex0fProcessors == 8) |
Tie (s] ot = [EXTHIOY),
14024885 8 d2 Sh CALL FUN_l4@2e0445¢c 731 3 =
B4 00 | 732 local_ace = @;
140Meiia CC INT3 Pl 733 FUN_148@371e@( (undefineds *)local_ade, (undefineds *)"No cpu available!" @x11);
734 if (DAT_14@100158 != (longlong *)ex@) {
LAB_14084¢33b 735 FUN_140@3fcO@(DAT_140180158, 4, (undefineds *)local adg);
14884e88b ef cc Sb CALL FUN_14080445¢ Jl| 73 if [DAT 140100 (longlang *)exe) (
84 00 737 {**{cade **) 142100158 + @x18))();
T 140046899 Cc INT3 738 }
739 }
LAB_14884¢891 748 if (local_ack < @x18) goto LAB_14094eSbe;
148042891 o8 6 Sb CALL FUN_14080445¢ 741 ; 12 = (short *)local_sds. 8 8 :
i 742 if ({Oxfff < local_acd + 1) &
148042896 cc INT3 743 (psvars2 = *(short **){local_ads. @ 8_+ -8},
T44 @x1f < (ulonglong)(local_ads. @ & + (-8 - (longlong)ps¥ar22))i) {
LAS_14802e897 745 FUN_14809445c () ;
140042897 28 @ Sb CALL FUN_148089445¢ 746 RVt = (code “Tenila)
64 20 747 (*pcvar3)(); .
140B4e89C cc INT3 748 return: Analysis V
)
749 }

Y
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Within the code structure and execution structure of Akira Ransomware, it is

observed that APIs such as GetSysteminfo(), DevicelOControls(),
NtQuerySysteminformation() are used to control system properties. In
particular, when the code structure including the GetSysteminfo APl detected
on Ghidra is analyzed, it is determined that it checks that the system it is run on
does not show an anomaly and terminates itself in case of an anomaly. Other
APls detected on x32dbg show virtual machine detection feature.

Detected Encryption Algorithms:

i |
1 . —
e
: akira.
kP
i
RDT
_—
R12
Ri
L NAME _MC
FAfib7EESeedBE026fe2723f050114.. [ |G (B b (@ | [ - X : 5 % ) IR
149287 7eb 3b T3 CMF L, " 251 if ({int} <= (int} Vi
1408877ed 4d 63 f4 MOVSXD 14 ,R1: r 252 v - H [
14808772 4c 8b da Moy sparam_2 3
14@RETTH3 dd Bb dS L #, a4 }
140087766 4d @f ad dd CMOWGE ; 295 I§ = rls;
1400877fa 4c @f 4d dz CMOVGE 8, param_2 204 Ef {8 < (int)uVarll) {
140887 7fe 44 8b c7 MoV param_3, 247 v = (longlong) (imt)uvaril;
140087881 45 85 e TEST .R12 298] puVarl? = puvar
— 14ga7384 Te 4c JLE LAB_142@37852 = it do {
148287806 4d 2b da SUB [R18 383 I ;
148087889 48 8b f2 Moy Jparam_2 1 rl7 = El7 & 1:
14828788c 49 b f2 SUE I ,R12 a2 1Y = uy + (uintju
14008780f 4d 8b ca Moy param_4, Z 303 I = uVarld & *“(int *)((longlong)puvax? + (-4 - (longlonglpuvarie) +
149287312 49 Bb de Moy F . L 324 {Longlong)| arl?);
148887815 66 66 66 NOP word ptr [RAX + RAX"@x J_ 385 I = *(uint *}{{lenglong)puV + (-4 - (longlong)puvaris) + (longlong)puVari?);
of 1f 84 I ID6| *{uint *}{{longlong)l 1 &8 + (-4 - {longlong)puVarls) & {longlonglpuvaxl?) = uVar:
B2 22 e .. 387 :
EL Warg = (ulonglong){(uint)(uWarld < (uint)uvarg) + (uintd(uvar2 < r91}:
LAB_1l4@Qa7820 319 1Varlg = 1Varlg + -1;
149287820 41 8b 11 MOV param_2 ,dword ptr [par 318 } while (lvarls I= @);
140087823 4d Bd 49 B4 LEA param_4, [param_4 + @xd 311 1
14BER7E27 41 @3 d@ ADD param_2 , param_3 312 = {uint)
142287823 &b 7 MoV ,EDT 313 if {{int) < [int} Vo
14008782¢c 41 3b de P param_2,param_3 314 ! - + (int)
14008782f of 92 c@ SETC 315 .
140887832 43 23 54 ADD param_2 ,dword ptr [R11 316 do (
gb fe b 17 = (uint) I
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T4fbb7ERS e d86026fe2 723195011 474b771F361b2b40ddb T 7cA6f 2520500696, exe SRR B 4 Cecompile: KeyExpan % & RO RN 1
148884886 CC k] ch & i
14@dgdef cc 7 CCh r 2 vold KeyExpansionFunctionfundefinedd *param_1,undefine
3
41
5| undefinedd *puvarl:
6| char * ;
undefined _ fastcall KeyExpansionFunction{undefined4 * p 7
g exfiapeeees 8 te kexpand 16-byte k
=l 2 .
12 :
param_i 11 :
RABD:4 ara 12 3]
Ht_")'E:-pul",.j,unFulr|i-'"| KEFE[1]: FUH 148883050 - 1488870heT | =1z ) {
140084018 b 02 MOV L dword ptr [param_2] -\n 14 6-byte
140084012 4c 8d od LEA A9, [5_expand_32-byte_kexpand_l16-byte_k_l4@dcel.. Al 15
37 a7 24 @9 1 16| T
142084019 89 41 10 MO dword ptr [param_1 + @x18],EAX 17| if (paran_3 |= {
14808401c 2c b dl MO R1@, param_1 naran
140084017 b 42 04 MOV Jdword ptr [param_2 + 2u4]
1420540822 41 51 f& NP param_3, éx1@a B] = ¥ rl:
20 81 00 6o . 101];
1400B4829 89 41 14 MY dword ptr [param_1 + @x14],EAX ] = 1[2]
14d054082c 8b 42 08 MOY EAX,dword ptr [param_2 + @xg) b] = puvari[3]:
14@084082F 39 41 18 MOV dword ptr [param_1 + @x18] EAX *{undefinedd *)
142054832 8b 42 @c MOV 4, dword ptr [param_2 + = *{undefinedd *)((longlong)pcvar2 + 4);
142084035 89 41 1c MON dword ptr [paran_1 + @xlc], EAX = *{undefinedd *)({longlong)pcvar? & 8);
140084038 42 Bd @5 LEA Lls_ex . — '

Analysis VI

It has been found that the ChaCha algorithm is used to encrypt les in the static
code structure of Akira Ransomware. It was also observed that the symmetric
key generated during the dynamic analysis process was encrypted with RSA
4096.

/]
E




|OC ( Indicator of Compromise )

File Name Hash (SHA-256) Description

Wexe dA2fd06e54710c27def37becl437880020824e16]1 Akira
ddObf28e3al3i3ed777242a0ca ransomware

56f1014eb2d145c957f9bc0843f4e506735d7821
e16355bcfbbe150blb5f39db

6270cefOcBecc45905556c40c9273391d71ef8d7
3cBe5d44d2254a8a4943ae5b4

77fel619aal7d2able9az2faz3feb22d7433bf07e8
Secdal402cfe0205beddd7f

99clcd740fa749a163ceBcdf93722191c4basd97
de81576623a8bbcbb22473d6

ee0a27f3de6f21463f8125dbfc95268ff995ef8ea
464660d67cfof77e240elab

dcfa2800754e5722acf94987bb03e814edcb9a | Akira
cebda37dfedal987bf48e5b05e ransomware

encryptor
b7bbfb66338a3413f981561115bd8ef8a4014479
bcc320de563499cfc73aide?

cab51d0ebe76923c3b29190f7941d8d2ac8f14e
4adbc26c466069bbe59df4dld

d5558ec7979a96felddcblf33053alac3416a9b6
5d4f27b5cc9fd0a816296184

ffcdddB544bcalacdet9f49abdlea9dbeeabf4e
b73df51dd456b401c045a0beaf

AnyDeskexe | bc747e3bf7bee02c09f3d18bdd0eb4eef62b94 | Remote
Ob2flec9c72e647eecB85cf0138 Desktop
Application

Ceapidll 73170761d677ecOdebacfbbcglb6988ch8270a DLL File that
20174bf5c049768a264bb8ffaf assists with the

execution of

AnyDesk.exe

Sysmon.exe 1b60097bflccbl5a952e5bec3522cfScle2dac8e | Ngrok tool for
38la76abc2d5985659e4d386 persistence

Rclone.exe aaab47327basb855bedea8e889bifafdc05a6e | Exfiltration tool
a75d1cfd98869432000d6feccS




Winscp.rnd

Megazord

Akira_v2

WinSCP-6.1.2-

setup.exe

ADZS2exe

Veeam-Get
Creds.psl

hessen.exe

vrsaki.exe

akira.exe

7d6959bb7a9482elcaaB3bleee01103d982d47c

70c72fdd03708e2b7f4c552¢c4

ffdofs8e5fe8502249ch7cad0123ceeeaabe9fo9

b4ec9f9e21511809849eb8fc

Network file
transfer
program

Akira
“Megazord”
Ransomware

dfe6fddc67bdc93b9947430b966da2877fda09

4edf3ellecfOba98aB4bc53198

7t731ccllfBe4d249142e99a44b9da7a48505ce3

2c4ee4 881041 beeddb3760be

95477705e789ek182096a09bcB8855e0a70bb

B0a4f19fa2bf86cbbh9280e8echa

0c0e0f9b09b80dB87ebcB88e2870907bbcach4c

d7703584baf8f2belfd9438696d

3298d203c2acbbBc474e5fdad83791818
90b4403d6491c523c13730129be3f75
Oeeld284edb663073872012c7bde7facsc
al121403fa5d2d5411317df282796¢

3b6cc31f0ab5b745f25¢7e785d9e72d1c
8919d35ald7bd4ceB050c8c068bl3c

0B207409eld78%aeabB419b043541844%
90ce46339be071cbc185¢c75ab9d08cha

18051333eb58c4816fT3576a2e9d97fe2all
96acOeaSed9bai3iBec4bdefafdb88

7d5dag95e6f9a421e3d3a94e3B4ce00e
Bech8fac5b895b4cbasSbebacde7fafds

c9ald8240147075ch7ffd8d568ea6d3c517
ac4cfdddecd5bbh37857e7bdebdZebh?

e5c8888f51369c2105d47a4998ad9b405
3471bd98b4fd73a854207da09206ee2

Akira_v2 ransomware

Network file transfer
program

Akira Ransomware
Executable

PowerShell script for
obtaining and

decrypting accounts
from Veearn servers

Akira Ransomware
Executable Cryptor

Akira Ransomware
Executable Cryptor

Akira Ransomware
Executable Cryptor




Hash (SHA-256)

Ob5b31af5956158bfbdl4fechf4f1beca23cbd16a40dbf3758f3289146c56543

0d700caSfecc093 Oee7a8870d5e8feBbc9cel03eec3BT2f225f

22807e06a45
4ba0f1624422
4BeeB47bbec790413deece06ade75 B 7e!
45913ad69ce90e3bd9647eblt 123501145372565486C77568a2
643061acOb51f8c77f2ed202dc91afb9879f796ddd974489209d 4
6f9d50bablob2532f4683eeb7o6bd25449d83bddec85bfOb05f716a4b4!
f1f82d3b62f92f4feBaf320afeabc346210bb51774bb1567149e308¢

23f9591147
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TTPs for Akira Ransomware Group

Tactic

Initial Access

Execution

Persistence

Privilege
Escalation

Technique Technique ID

Phishing: Spear T1566.001
Phishing

Attachment

Exploit
Public-Facing
Applications

User Execution: T1204.002

Malicious File

Valid Accounts

OS Credential
Dumping

OS5 Credential
Dumping: LSASS
Memory

T1003.001

Description

Uses phishing
emails with
malicious
attachments to
gain initial access
to target
networks.

Exploits
vulnerabilities in
internet-facing
applications, such
as VPN services
without MFA or
unpatched
systems.

Relies on victims
executing
malicious files
delivered via
email or
compromised
systems.

Uses stolen
credentials to
maintain access
within victim
networks.

Utilizes tools like
Mimikatz and
LaZagne to dump
credentials and
escalate
privileges.

Akira threat actors
attempt to access
credential
material stored in
the process
memory of the
L5ASS.




Defense Evasion

Credential Access

Discovery

Obfuscated Files
or Information

Indicator Removal
on Host

Proxy: External
Proxy

Credential
Dumping

Network Service
Scanning

System Network
Configuration
Discovery

Domain Trust
Discovery

1027

1070

T1090.002

T1003.001

T1046

T10le

Uses encrypted or
obfuscated
payloads to
bypass detection.

Deletes logs and
other artifacts to
remove evidence
of activities.

Uses external
proxies to obscure
command-and-co
ntrol traffic.

Dumps
credentials from
memory or the
security accounts
manager (SAM)
database.

Scans for active
systermns and
services in the
network using
tools like
SoftPerfect
MNetwark Scanner.

Akira threat actors
use tools to scan
systermns and
identify services
running on
remote hosts and
local network
infrastructure.

Akira threat actors
use the net
Windows
command to
enumerate
domain
information.




Lateral Movement

Collection

Exfiltration

Permission

Groups Discovery:

Local Groups

Create Account:
Domain Account

Remote Services:
SMB/Windows
Admin Shares

Exploitation of
Remote Services

Archive Collected
Data: Compress
Data for
Exfiltration

Exfiltration Over
Web Service

Exfiltration Over
Alternative
Protocol

T1069.001

T1136.002

T1021.002

T1560.001

T1567.002

T1048.002

Akira threat actors
use the net

localgroup /dom to
find local system
groups and
permission
settings.

Akira threat actors
attempt to abuse
the functions of
domain
controllers by
creating new
domain accounts
to establish
persistence.

Mowves laterally
across the
network via SMB
or admin shares.

Exploits
vulnerabilities in
services such as
VMware ESXi for
lateral movement.

Uses tools like
WIinRAR to
compress data
before exfiltration.

Uses cloud-based
tools like RBclone
to transfer stolen
data to
attacker-controlle
d infrastructure.

Transfers data
using alternative
protocols to evade
detection.




Command and
Control

Impact

Remote Access T1Z219
Software

Proxy T1090

Date Encrypted
for Impact

Inhibit System
Recovery

Financial Theft T1657

21

Akira threat actors
use legitimate
desktop support
software like
AnyDesk to obtain
remote access 1o
victim systems.

Akira threat actors
utilized Ngrok to
create a secure
tunnel to servers
that aided in
exfiltration of
data.

Akira threat actors
encrypt data on
target systems to
interrupt
availability to
system and

resources.

Akira threat actors
delete volume
shadow copies on
Windows

systems.

Akira threat actors
use a
double-extortion
model for

Akira’s sophisticated attack chain, emphasizing their focus on persistence,
lateral movement, and data exltration to maximize impact on victims.

/]
E



Yara Rule

rule Akira_Ransomware_and_Tools
{
meta:
author = "ThreatMon AL
description = "Detects Akira ransomware and associated tools”
date = "2824-12-19"

strings:
// Hash list of Akira Ransomware
fhash_w_exe =
"d2fdee54718c27dcf3i7bbcl437880020824e161ddebf28e3al133ed777242a8¢ca"
fhash_win_exe =
"dcfa2800754e5722acf94987bb@3e814edcbSacebda37dfedals87bf48e5b85e"
$hash_anydesk_exe =
"be747e3bf7bhed2cBSTid18bddBetdeeft2b348b2f16c5c72e647eecB5cfB138"
fthash_gcapi_dll =
"73178761d6776c8debactbbc61bs988cb8278a28174bf5cB49768a264bbBfFat"
$hash_sysmon_exe =
"1b6B897bf1cchbl15a952e5bcc3522cf5c162dakBc3Bla7babc2d5985655:4d386"
$hash_rclone_exe =
"aaab47327ba5b855bedeaBe8Bo9b3fatdcB5abcai5d1cfd988694328BadeTecca”
$hash_winscp_rnd =
"7d6959bb7a%482e1caa83bliesdl1183d982d47c78c72fddB3788e2b7F4c552c4"
$hash_megazord_1 =
"ffdef58e5Tel5R2249c67cad@l?3ceeraabedtaShdec 9921511809845 eb8
$hash_megazord_2 =
"dfe6fddc67bdc93b9947430b966da2877fda@%4edf3e21e6fBba98a84bc53198"
$hash_megazord_3 =
"If731ccll1fBedd249142e99a44h9da7a48585ce32cdead881841beaddbh3768be™
$hash_megazord_4 =
"95477783e785e6182096a09bc98853e0a70bsBBa4f19fa2bfB6cbb928BeBecsa”
fhash_megazord_5 =
"BcBedfobe9bBBd87ebc88e2870987bbcacbdcd7783584baf8f2belfd9438656d"
$hash_akira v2_ 1 =
"3298d283c2ach6Bcd74e5TdadB379181856b4463d6491c523c13738125be3F75"
thash_akira_v2_2 =
"Beeld284ed6b3B73872812c7bde7facscall2l1483f1acd2d5411317dfF282796C"
fhash_winscp_setup =
"36cc31fBabesb745F25c7e785df9e72d1cB8919d35al1d7bd4ce8B58cBc@68b13c"




$hash_veeam_psl 1 =
“18851333e658c4816TF3576a2e9d97fe2al196acPeaSed9ba3Bscd6defatdb8s”
$thashl =
"Bbsb31af5956158bfbdl4fecbfafibca23icsdlsadadbf3758F3289146c565T43"
$hash2 =
"Bd788cas5fecc893dedabbad410488ee7aBB70d5eBfeB6c9celB3eec3BT2F225F"
thash3 =
"a2df5477cf924bd41241a33268608cc2f913aff2379858b148ddec455e4das7bc”
thash4 =
"B3aal2ac?BB4251aa24bfBccdis54847ded483591a8537e6abal%eB22887e86a45"
$thashs =
"2eB8e55ccBee3pdbf9B8e7a51671366efbidac3e9468805b844164badf1624422"
thashé =
"40221elc?eBcB9bc6184548ee847b6ec 79841 3deece@bade 75 87e5bBdc1ds”
$thash7 =
"Seabbe2bb90245913ad69ce98e3bd964 7ebleds92301145372565486C77568a2"
$hash8 =
"643861acBb51f8c77f2ed202dc91afbo879F796ddd974489289d45F84f644562"
$hash9 =
“6f9ds8bableb2532f4683eeb76bd25449d83bddec85bfabesT716a4bd9584184"

// OP Codes, belongs to analyzed akira ransomware sample

50[31 = {ﬂl: 75 6D 62 65 72 20 6F 66 28 74 6B 72 65 61 B4 73 28 74 6F 28 65 6E 63 T2 79 7O .-'-‘1}
fop2 = {48 89 45 60 48 8d 85 7c e3 P2 BB 48 89 45 68 48 8d 45 68 48 £9 44 24 60}
$op3 {48 8d B85 55 el B8 86 48 89 85 ba}
$opd {4? 8d 15 a2 ef @2 @8 4? 8d 8b a® @5 60 88}
$op5 {4? 8d 25 86 d6 ©8 88 4? 3b c6 76 16 4? 8d 84 86}
$op6 = {47 8b d4 4? 8b ce e8 33 15 84 08}
$op7 {4? 8d 15 2b d2 88 86 4? 8d Bd 60 ©2 @8 8o }
$op8 {4? @f 43 4c ?4 48 ff 15 86 96 ©8 @8 8b cB 83 8§ @1}
$op9 { 41 BA B5 ©0 90 80 41 80 FB 32 44 BF 42 D@ 33 D2 48 8B C?
49 F7 F2 4C BB (8
( B? 82 00 90 00 [0-4] 41 B? @4 00 00 00 |
41 B? ©4 60 00 060 [@8-4] B? 02 60 06 68 )
41 80 FB 32 44 OF 42 C? 41 8B (C8 47 @F AF C? 48 2B F9 33 D2
48 8B C7 49 F7 F2 }
condition:

any of ($hash*) or all of (%op*)
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Akira Ransomware Group: Conclusion and Key Insights

The Akira ransomware group has emerged as a sophisticated cybercrime
organization that has demonstrated a growing capability to target organizations
across multiple sectors globally. The following is a detailed analysis and
conclusion based on the provided report:

1. Overview and Characteristics of Akira Group

o Emergence: Akira ransomware group was first identified in March 2023
and has been rapidly evolving since.

o Primary Motive: The group’s primary goal is financial extortion, with
ransom demands ranging from $200,000 to $4 million.

o Target Sectors: Akira has predominantly targeted organizations in
healthcare, finance, education, manufacturing, and critical infrastructure.
Specific emphasis has been placed on financial services and
government entities in countries like the United States, Canada, and
Ecuador.

o Geographical Reach: While its operations are global, notable attacks
have been concentrated in North and South America, Europe, and select
regions in Africa.

2.Attack Methodology

o Double-Extortion Model: The group encrypts data and exfiltrates
sensitive information, threatening to publish the data if the ransom is not
paid.

» Earlier ransomware variants appended the ".akira" extension, but
later versions, such as "megazord.exe," appended ".powerranges."

o Ransom Notes: The ransom notes like "akira_readme.txt" share
similarities with Conti ransomware, suggesting overlaps in techniques or
source code.

3.Sophisticated Techniques

o Initial Access: Akira relies on phishing campaigns and exploiting public-

facing vulnerabilities in systems like VPNs and unpatched servers.
= Notable CVEs: CVE-2023-20269, CVE-2022-40684, CVE-2024-
40766.

o Lateral Movement: The group exploits vulnerabilities such as CVE-
2024-40711 and CVE-2023-27532 to expand access within networks.

o Persistence: Tools such as AnyDesk, Ngrok, and advanced credential
dumping techniques like Mimikatz and LaZagne are employed.

o Data Exfiltration: Using tools like RClone and WinSCP, Akira transfers
exfiltrated data to attacker-controlled infrastructure before encryption.

Y
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4.Tools and Malware
o Akira uses a diverse set of tools, categorized for specific purposes:
= Discovery: Masscan, SoftPerfect Network Scanner.
= Credential Theft: DonPAPI, LaZagne, Mimikatz.
» Exfiltration: RClone, WinSCP, OpenSSH.
» Networking: Cloudflared, Ngrok, and Temp[.]sh for creating secure
tunnels.
» Defense Evasion: Zemana Anti-Rootkit, PowerTool.
o Notably, Akira has leveraged both off-the-shelf tools and custom
malware like “megazord.exe” and “akira_v2.exe” to enhance its attack
capabilities.

5. Exploited Vulnerabilities
o Akira actively exploits a range of high-severity vulnerabilities in software
from major vendors, which demonstrates their technical proficiency:
= Cisco ASA & FTD: CVE-2023-20269, CVE-2020-3259.
» Fortinet FortiOS: CVE-2022-40684, CVE-2019-6693.
» Veeam Backup & Replication: CVE-2024-40711, CVE-2023-27532.
= VMware ESXi & vSphere Client: CVE-2024-37085, CVE-2021-
21972.
= SonicWall SonicOS SSL-VPN: CVE-2024-40766.
o By leveraging both older and newly discovered vulnerabilities, Akira
showcases its ability to adapt its techniques based on evolving security
landscapes.

6.TTPs (Tactics, Techniques, and Procedures)
o Akira’s attack methodology aligns closely with the MITRE ATT&CK
framework. Some key tactics include:

= Initial Access: Spear-phishing (T1566.001), exploiting public-facing
applications (T1190).

= Execution: Malicious file execution (T1204.002).

= Persistence: Using valid accounts (T1078) and creating domain
accounts (T1136.002).

= Lateral Movement: Exploiting remote services (T1210), leveraging
SMB/Windows Admin Shares (T1021.002).

= Exfiltration: Compressing data for exfiltration (T1560.001),
transferring over web services (T1567.002).

= Impact: Encrypting data for impact (T1486), inhibiting system
recovery (T1490).
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/.Latest Attacks
o The report highlights Akira’s global impact, with attacks on organizations
in the United States, Brazil, Italy, and Poland, among others. Noteworthy
incidents include:
= Xtrim TVCable (Ecuador, Nov 2024): Akira leaked sensitive financial
and customer data after ransom negotiations failed.
» Cipla (South Africa): Akira targeted this healthcare provider,
disrupting critical services.
= Great Plains Bank (United States): A financial institution attack
emphasizing Akira’s focus on high-value targets.

Mitigations, Defense Recommendations and Risk
Analysis Table

Risk Analysis Table:

Risk Factor Likelihood Impact Descriptions

System infiltration High High E:-:plonatnor? of vulnerabilities in remote
access services and stolen credentials.

. e : Encryption of files using the ChaCha and

2 CE s A L Sll=s Lo RSA algorithms and deletion of backups.

Data theft and exposure Critical High Theft o_f sensmye data v_-.fmh threats of selling
or leaking the information.

T e G e High High Blocking access to critical systems and

P P 9 9 data, halting business processes.
Boubls extartion High High Demand for ransom with the threat of data

leakage or sale on the dark web.

Debugger and virtual Detection of debugging tools and virtual

machine evasion il o machine environments to avoid analysis.
Targeted attack on key - - Targeting industries like healthcare, IT, and
- - Critical Critical . : :

industries finance for maximum impact.

Delivery of malicious links or attachments
Phishing High High to employees, leading to credential theft or
malware execution.
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Mitigation Strategies:

Risk

System infiltration

Data encryption and loss
Data theft and exposure
Operational disruption

Double extortion
Debugger and virtual machine evasion

Targeted attack on key industries

Phishing

Mitigation Strategy

- Implement multi-factor authentication (MFA).
- Regularly update and patch software.
- Use robust VPN configurations.

- Maintain secure and offline backups.
- Implement endpoint detection and response (EDR) solutions.

- Employ network segmentation to limit access.
- Use data loss prevention (DLP) tools.

- Develop and regularly test an incident response plan.
- Use redundant systems to ensure business continuity.

- Avoid direct negotiation with threat actors.
- Notify law enforcement and cyber insurance providers.

- Use behavior-based monitoring tools.

- Conduct regular cybersecurity training for employees.
- Perform frequent risk assessments and penetration tests.

- Conduct phishing awareness training, implement email
filtering, and deploying attachment scanning solutions..

Additional Mitigation Strategies Against Ransomware Attacks:

e Implement application whitelisting to prevent unauthorized or malicious
software from running on your systems by only allowing approved programs

to run.

e Integrate ThreatMon ThreatFeed into your security products, providing
information about emerging ransomware threats.

e Use ThreatMon's News section and ThreatMon Al to set early warning alerts
for ransomware campaigns targeting your industry or region. These alerts
can help your organization prepare for potential attacks before they reach

you.

e Ensure data is backed up regularly and maintain multiple copies, one offline

or on a cloud service.

/]
%

27



