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Who?

The Akira ransomware group is a cybercrime organization that emerged in March
2023. It operates with a primary motive of financial gain. The group primarily
targets organizations in the United States and Canada across sectors such as
healthcare, finance, education, and manufacturing. The Akira ransomware group
aims to gain a strategic advantage by specifically targeting financial institutions
and government-related organizations. In Ecuador, targets include critical
infrastructure and financial service providers.

What?

Akira employs a double-extortion ransomware model, encrypting victims' data and
exfiltrating it. The group demands ransoms ranging from $200,000 to $4 million in
exchange for decrypting files or refraining from publishing sensitive data. The first
version of the Akira ransomware was written in C++ and appended files with the
'.akira' extension, creating a ransom note named 'akira_readme.txt,' partially based
on the Conti V2 source code. 
On July 2, 2023, a version was released that fixed the decryption problem. Since
then, the new version has been found to be written in Rust, this time named
'megazord.exe' and changing the extension for the encrypted files to
'.powerranges'.

Where?

Initially targeting Windows systems, Akira expanded its operations in April 2023 to
include VMware ESXi virtual machines. The group has impacted over 250
organizations worldwide, spanning industries such as services, manufacturing,
education, construction, critical infrastructure, finance, healthcare, and legal
sectors.
When?
Akira has been active since March 2023 and significantly intensified its attacks
throughout 2024, impacting numerous sectors globally.



 

How?

The Akira ransomware group employs a range of sophisticated techniques:

Initial Access: Utilizing phishing emails, exploiting vulnerabilities, and using
compromised credentials.
Lateral Movement: Exploiting critical vulnerabilities such as CVE-2024-40766
(SonicWall SonicOS), CVE-2023-20269 (Cisco VPN), and CVE-2023-48788
(FortiClientEMS), CVE-2023-27532 (Veeam Backup & Replication), CVE-2024-
40711 (Veam Backup & Replication (VBR) Servers).
Data Exfiltration: Exfiltrating sensitive information before encryption.
Robust Encryption: Deploying strong encryption algorithms to ensure the
encrypted files are irrecoverable without a decryption key.

Many of Akira's initial access vectors use brute force attempts on Cisco VPN
devices (which only use single-factor authentication).

Additionally, the exploitation of CVEs: CVE-2019-6693 and CVE-2022-40684
were detected for first access.



Vulnerabilities Exploited by Akira
3
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Tool Used By Akira Ransomware Group

Cloudflare Tunnel:1.
Used to gain initial access to Endpoint 2.
Command: C:\Users\[REDACTED]\Documents\Cloudflare.exe tunnel
run --token [REDACTED]

Advanced IP Scanner:2.
Used to scan the network and identify targets.
Command: "C:\Users\[REDACTED]\AppData\Local\Temp\Advanced IP
Scanner 2\advanced_ip_scanner.exe" /portable
"C:/Users/[REDACTED]/Documents/" /lng en_us

Win.exe:3.
Deployed ransomware to identified targets.
Command: "C:\Users\[REDACTED]\Documents\win.exe" -s=C:\Users\
[REDACTED]\Documents\path2.txt -n=20 -remote
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The attacks in December were discussed.

Latest Attacks of the Akira Ransomware Group
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Latest Ransomware Attacks in Ecuador

The attacks in 2024 were discussed.

Xtrim TVCable Attack in Ecuador by Akira
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Akira Ransomware Group announced that it attacked Xtrim TVCable on
2024-11-14. The Akira group, which then expected a ransom, published all
the data publicly after failing to receive the ransom expectation. 

The relevant data included financial data, employees and customers
contacts.

Targeted Industries and Countries

Akira's attacks have targeted industries like information technology, finance,
education, healthcare. The group typically infiltrates systems using weak
VPN credentials or compromised remote desktop protocols (RDP).

Graph of the Sectors and Countries targeted by Akira Ransomware the Most

The above graph shows the top 10 industries and top 10 countries targeted
by the Akira Ransomware group. The industry most targeted by the Akira
Ransomware group is healthcare, and the country most targeted by the
group is the United States.
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Ransomware Analysis

Hi friends,
Whatever who you are and what your title is if you're reading this it means the internal
infrastructure of your company is fully or partially dead, all your backups - virtual, physical
- everything that we managed to reach - are completely removed. Moreover, we have
taken a great amount of your corporate data prior to encryption.
Well, for now let's keep all the tears and resentment to ourselves and try to build a
constructive dialogue. We're fully aware of what damage we caused by locking your
internal sources. At the moment, you have to know:

1. Dealing with us you will save A LOT due to we are not interested in ruining your
financially. We will study in depth your finance, bank & income statements, your savings,
investments etc. and present our reasonable demand to you. If you have an active cyber
insurance, let us know and we will guide you how to properly use it. Also, dragging out the
negotiation process will lead to failing of a deal.

2. Paying us you save your TIME, MONEY, EFFORTS and be back on track within 24 hours
approximately. Our decryptor works properly on any files or systems, so you will be able to
check it by requesting a test decryption service from the beginning of our conversation. If
you decide to recover on your own, keep in mind that you can permanently lose access to
some files or accidently corrupt them - in this case we won't be able to help.

3. The security report or the exclusive first-hand information that you will receive upon
reaching an agreement is of a great value, since NO full audit of your network will show
you the vulnerabilities that we've managed to detect and used in order to get into, identify
backup solutions and upload your data.

Within the compromised system, the extension, the readme file and the
content of the file indicate that the group that carried out the attack is the
Akira Ransomware group.

Image of Akira Ransomware Group

Content of the Readme File
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4. As for your data, if we fail to agree, we will try to sell personal information/trade
secrets/databases/source codes - generally speaking, everything that has a value on the
darkmarket - to multiple threat actors at ones. Then all of this will be published in our blog
- https://akiral2iz6a7qgd3ayp3l6yub7xx2uep76idk3u2kollpj5z3z636bad.onion.

5. We're more than negotiable and will definitely find the way to settle this quickly and
reach an agreement which will satisfy both of us.

If you're indeed interested in our assistance and the services we provide you can reach
out to us following simple instructions:

1. Install TOR Browser to get access to our chat room -
https://www.torproject.org/download/.

2. Paste this link -
https://akiralkzxzq2dsrzsrvbr2xgbbu2wgsmxryd4csgfameg52n7efvr2id.onion/d/43158062
09-FLBTQ

3. Use this code - 1312-FJ-WDQH-PHOW - to log into our chat.

Keep in mind that the faster you will get in touch, the less damage we cause.

Basic Characteristics of Akira Ransomware

Akira ransomware is compiled in C++ language, has a disk space of 1.02MB
and the sample is not packed.
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Analysis I
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During the static analysis process, it was found that akira ransomware contains
an exclusion list for some files and folders. The files and directories that Akira
Ransomware does not encrypt are as follows: 

Folders Excluded by Akira Ransomware:

Files Excluded by Akira Ransomware: 

Akira Ransomware is observed to encrypt all other data on the system.

Analysis II

In the analyzed ransomware sample, it was determined that system backups
were deleted at the rst stage with the Get-WmiObject Win32_Shadowcopy |
Remove-WmiObject command via PowerShell
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Detected Powershell Command:

Analysis III

Akira Ransomware has been found to use the CryptGenRandom() function in its
execution process. This function is used to generate random number data and
is used by Akira Ransomware for key generation.

Analysis IV

The IsDebuggerPresent() API has been detected in the code structure of Akira
Ransomware. This indicates that the ransomware checks the debugger on the
system it is running on. 

Analysis V
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Within the code structure and execution structure of Akira Ransomware, it is
observed that APIs such as GetSystemInfo(), DeviceIOControls(),
NtQuerySystemInformation() are used to control system properties. In
particular, when the code structure including the GetSystemInfo API detected
on Ghidra is analyzed, it is determined that it checks that the system it is run on
does not show an anomaly and terminates itself in case of an anomaly. Other
APIs detected on x32dbg show virtual machine detection feature.

Detected Encryption Algorithms:
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Analysis VI

It has been found that the ChaCha algorithm is used to encrypt les in the static
code structure of Akira Ransomware. It was also observed that the symmetric
key generated during the dynamic analysis process was encrypted with RSA
4096.
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IOC ( Indicator of Compromise )
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TTPs for Akira Ransomware Group
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Akira’s sophisticated attack chain, emphasizing their focus on persistence,
lateral movement, and data exltration to maximize impact on victims.
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Yara Rule
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Akira Ransomware Group: Conclusion and Key Insights
The Akira ransomware group has emerged as a sophisticated cybercrime
organization that has demonstrated a growing capability to target organizations
across multiple sectors globally. The following is a detailed analysis and
conclusion based on the provided report:

 Overview and Characteristics of Akira Group1.
Emergence: Akira ransomware group was first identified in March 2023
and has been rapidly evolving since.
Primary Motive: The group’s primary goal is financial extortion, with
ransom demands ranging from $200,000 to $4 million.
Target Sectors: Akira has predominantly targeted organizations in
healthcare, finance, education, manufacturing, and critical infrastructure.
Specific emphasis has been placed on financial services and
government entities in countries like the United States, Canada, and
Ecuador.
Geographical Reach: While its operations are global, notable attacks
have been concentrated in North and South America, Europe, and select
regions in Africa.

   2.Attack Methodology
Double-Extortion Model: The group encrypts data and exfiltrates
sensitive information, threatening to publish the data if the ransom is not
paid.

Earlier ransomware variants appended the ".akira" extension, but
later versions, such as "megazord.exe," appended ".powerranges."

Ransom Notes: The ransom notes like "akira_readme.txt" share
similarities with Conti ransomware, suggesting overlaps in techniques or
source code.

   3.Sophisticated Techniques
Initial Access: Akira relies on phishing campaigns and exploiting public-
facing vulnerabilities in systems like VPNs and unpatched servers.

Notable CVEs: CVE-2023-20269, CVE-2022-40684, CVE-2024-
40766.

Lateral Movement: The group exploits vulnerabilities such as CVE-
2024-40711 and CVE-2023-27532 to expand access within networks.
Persistence: Tools such as AnyDesk, Ngrok, and advanced credential
dumping techniques like Mimikatz and LaZagne are employed.
Data Exfiltration: Using tools like RClone and WinSCP, Akira transfers
exfiltrated data to attacker-controlled infrastructure before encryption.
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    4.Tools and Malware
Akira uses a diverse set of tools, categorized for specific purposes:

Discovery: Masscan, SoftPerfect Network Scanner.
Credential Theft: DonPAPI, LaZagne, Mimikatz.
Exfiltration: RClone, WinSCP, OpenSSH.
Networking: Cloudflared, Ngrok, and Temp[.]sh for creating secure
tunnels.
Defense Evasion: Zemana Anti-Rootkit, PowerTool.

Notably, Akira has leveraged both off-the-shelf tools and custom
malware like “megazord.exe” and “akira_v2.exe” to enhance its attack
capabilities.

    5. Exploited Vulnerabilities
Akira actively exploits a range of high-severity vulnerabilities in software
from major vendors, which demonstrates their technical proficiency:

Cisco ASA & FTD: CVE-2023-20269, CVE-2020-3259.
Fortinet FortiOS: CVE-2022-40684, CVE-2019-6693.
Veeam Backup & Replication: CVE-2024-40711, CVE-2023-27532.
VMware ESXi & vSphere Client: CVE-2024-37085, CVE-2021-
21972.
SonicWall SonicOS SSL-VPN: CVE-2024-40766.

By leveraging both older and newly discovered vulnerabilities, Akira
showcases its ability to adapt its techniques based on evolving security
landscapes.

    6.TTPs (Tactics, Techniques, and Procedures)
Akira’s attack methodology aligns closely with the MITRE ATT&CK
framework. Some key tactics include:

Initial Access: Spear-phishing (T1566.001), exploiting public-facing
applications (T1190).
Execution: Malicious file execution (T1204.002).
Persistence: Using valid accounts (T1078) and creating domain
accounts (T1136.002).
Lateral Movement: Exploiting remote services (T1210), leveraging
SMB/Windows Admin Shares (T1021.002).
Exfiltration: Compressing data for exfiltration (T1560.001),
transferring over web services (T1567.002).
Impact: Encrypting data for impact (T1486), inhibiting system
recovery (T1490).
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    7.Latest Attacks
The report highlights Akira’s global impact, with attacks on organizations
in the United States, Brazil, Italy, and Poland, among others. Noteworthy
incidents include:

Xtrim TVCable (Ecuador, Nov 2024): Akira leaked sensitive financial
and customer data after ransom negotiations failed.
Cipla (South Africa): Akira targeted this healthcare provider,
disrupting critical services.
Great Plains Bank (United States): A financial institution attack
emphasizing Akira’s focus on high-value targets.

Mitigations, Defense Recommendations and Risk
Analysis Table

Risk Analysis Table:
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Mitigation Strategies:

Additional Mitigation Strategies Against Ransomware Attacks:

Implement application whitelisting to prevent unauthorized or malicious
software from running on your systems by only allowing approved programs
to run.
Integrate ThreatMon ThreatFeed into your security products, providing
information about emerging ransomware threats.
Use ThreatMon's News section and ThreatMon AI to set early warning alerts
for ransomware campaigns targeting your industry or region. These alerts
can help your organization prepare for potential attacks before they reach
you.
Ensure data is backed up regularly and maintain multiple copies, one offline
or on a cloud service.
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